
NATIONAL SCHOOL SAFETY CENTER

News Journal
Spring 1998



School Safety   3   Spring 1998

NSSC UPDATE

school to greet students each day, to have
counselors on duty and teachers who care.

The hardware side may be essential, but
it should not be the driving force behind
school safety. There is a big difference
between supervision and “snoopervision.”
If students feel they cannot be trusted, they
tend to act that way. If high-tech security
measures are to be put in place, school
officials should work with students and
parents to inform them of what is being
installed and why.

School security and safety is about doing
three things. First, school officials should
conduct a school site assessment to iden-
tify the top concerns and problems they
face. Second, determine the type of super-
vision and learning climate the school wishes
to create. Third, develop a plan for dealing
with the difference. Seek input along the
way. Teachers, parents, students and com-
munity leaders can provide some of the best
consultation for the district. For the most
part, the best ideas may come from the local
constituency.

More and more schools are supporting
their security programs with high-tech
equipment and systems (closed-circuit tele-
vision, motion detectors, metal scanners,
electromagnetic door locking systems, ac-
cess control systems), more security offic-
ers in the school, increased level of profes-
sional training for security personnel,
provision of space for probation and law
enforcement officers on campus, and more
“joint power agreements” between the
schools and law enforcement.

The National School Safety Center de-
veloped the School Safety Check Book to
help make site assessments. It includes a
series of questions for use in conducting a

safe schools audit. Remember that creating
safe schools and developing appropriate
security plans is a custom job. Simply be-
cause a school in a large urban area finds it
necessary to scan students for weapons
does not mean that every school should.
Safe school strategies should be supported
by compelling reasons for their implemen-
tation.

The effectiveness of school security pro-
grams is directly related to the level of their
comprehensiveness and to the extent that
partnerships and assistance can be re-
cruited. Here are 10 things to help improve
campus security.
1. Provide adequate adult supervision.
2. Involve students as key partners in

school security.
3. Create a school/law enforcement part-

nership.
4. Collaborate with other youth-serving

agencies to help support the educa-
tional climate and improve youth and
family services.

5. Assign greeters to the front door dur-
ing morning arrival.

6. Secure the perimeter by restricting
public access to the campus.

7. Conduct an assessment of your campus
to determine where and when trouble
most often occurs.

8. Designate members of your nonteach-
ing staff — such as custodial and main-
tenance workers and security person-
nel — by some identifiable form of
apparel.

9. Establish and consistently enforce ef-
fective visitor screening and control
procedures.

10. Consider high-tech strategies to ad-
dress the most difficult problems.

Despite all of the high-tech systems avail-
able, the single most effective strategy for
promoting safe schools is the physical pres-
ence of a responsible adult. Recruit a broad
array of supporting adults to work with
staff and students. The most valuable su-
pervision strategies are those which ex-
hibit a spirit of passion and care for every
student. Personal attention rather than im-
personal mechanics creates the best learn-
ing environments.

Caring people key
to school security

School security is one of the fastest grow-
ing professions in public education today.
School officials have realized that they can
no longer staff a school exclusively with
teachers and expect the campus to be safe.
The burden of education goes beyond as-
signing teachers to classrooms: It also in-
volves the development of comprehensive
and systematic mechanisms to promote safe
campuses.

School officials have implemented a num-
ber of strategies to make campuses safe,
including zero tolerance policies, the use of
metal detectors, closed-circuit television
surveillance, school uniforms, hotlines for
reporting violence, conflict resolution cur-
riculums, peer mediation, safe school plans,
crisis plans, and closer partnerships with
law enforcement, probation, the courts and
other youth-serving professionals. A com-
mon theme of all of these strategies is that
schools cannot do the job alone; outside
help and high-tech tools are essential, in-
cluding both hardware and software. Here,
hardware refers to equipment and technol-
ogy; software refers to people.

Effective school security systems should
begin with the software side — the people
component. The people component gives
the school a “spirit of place” where bonding
and relationships can flourish. Positive
human relationships create attachment and
meaning. It is the people component that
makes the school warm and welcoming.
More than anything else, people hold the
potential for creating a positive campus
climate. This may include a strategy as
simple as having someone, or a team of
responsible adults, at the front door of the

By Ronald D. Stephens
NSSC Executive Director
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BY McCORMICK, NICHOLSON, ROSINEK, TANENBAUM AND RAPP

Citizens urged to collaborate,
 act against violence

 Each citizen has a duty to devote part of his or her daily life
to restoring social responsibility, civility, diligence and good conduct

as basic components in American life.

Having buried four fallen children and one
devoted teacher, thousands of grieving
souls attended a memorial service in
Jonesboro, Arkansas, one week after the
Westside Middle School slayings. They
were joined by the President (via videotape
from Africa), U.S. Attorney General Janet
Reno and Arkansas Governor Mike
Huckabee.

As Jonesboro attempts to come to grips
with this crisis, the nation again faces the
reality of violence in its schools; this in the
yet unresolved aftermath of multiple kill-
ings in schools in West Paducah, Ky., Pearl,
Miss., and Lynnville, Tenn. Instances of
wanton violence in these and far too many
other schools have perhaps finally riveted
the public’s attention on school violence,
self-indulgence taken to extremes and dis-
cipline gone awry.

School violence
A shocking number of public schools re-
port school crime and violence. A recent
study by the National Center for Education
Statistics reveals that 21,645 elementary

Michael McCormick is presiding judge of
Texas Court of Criminal Appeals. George
Nicholson is an associate justice on the
California Court of Appeal. Jeffrey Rosinek
is a judge on the Florida circuit court.
Melvin Tanenbaum is a justice on the New
York Supreme Court. James A. Rapp is a
member of the Quincy, Illinois, law firm of
Hutmacher, Rapp & Ortbal.

schools, 10,366 middle schools, and 12,046
high schools reported one or more violent
incidents in the 1996-1997 school year.
During the same time period, the Center
reports one or more incident of serious
violence — including murder, rape, sexual
battery, suicide, assault, and robbery — in
7,775 schools, 10 percent of all public
schools.1

What prompts this level of violence? The
theories are many: movie, television and
video game violence; hostile behavior by
professional and collegiate athletes; easy
access to firearms; easy availability of drugs,
including alcohol and marijuana; stresses
of adolescence; social, ethnic, and racial
divisions; lack of parental supervision; fami-
lies in which two working parents may be
too busy or tired to get involved; broken
homes; divorce; and a lack of religious
guidance.

But is the reason more basic? Have we as
a nation lost sight of the fact that our shared
values enforced through social structures
and norms are what ensure the blessings of
our liberty?2

More than two decades ago, Nobel Lau-
reate Aleksandr Solzhenitsyn charged that
America was overly and rigidly legalistic
and decadent. He asserted that people in
such a society lose their bearings and in-
deed their moral compass and wisdom.

“A society which is based on the letter of
the law and never reaches any higher is
taking scarce advantage of the high level of
human possibilities,” Solzhenitsyn said.

“The letter of the law is too cold and formal
to have a beneficial influence on society.
Whenever the tissue of life is woven of
legalistic relations, there is an atmosphere
of moral mediocrity, paralyzing man’s no-
blest impulses.”3

Daily news reports are replete with ex-
amples in which, quite simply, right is not
right and wrong is not wrong. The moral
compass is broken. There is a fundamental
unwillingness of many children and par-
ents to accept the consequences of their
actions and decisions. Some children act as
if they live in a cartoon or video arcade
world where human injury caused by gun-
shots or other violence may somehow be
undone, ignored or forgotten. For example:
• A student misbehaves during the senior
class trip, and then can’t understand why
he won’t be going through the graduation
ceremony.
• A student consumes alcohol during the
athletic season, and then can’t understand
why he will be removed from the team.
• A student starts a fight on a school bus,
and then can’t understand why he will be
walking to school.
• A student brings a weapon to school,
and then can’t understand why he will be
expelled.

And some parents don’t understand as
well. Many parents trivialize misbehavior,
badger teachers and schools officials when
their child is disciplined, and frequently sue
to keep their child in graduation ceremo-
nies, on the team, on the bus, or in school.
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(Continued on page 31)

The lack of understanding also extends
to some school administrators, teachers,
counselors, psychiatrists, politicians, law
enforcement officials, judges, lawyers and
other influential leaders. Many tolerate mis-
conduct to avoid questions about obvious
frailties in juvenile justice and dependency
law, to avoid hassles or litigation or to
extend “compassion.” As Solzhenitsyn
implied, judges are sometimes persuaded to
ignore the spirit of the law and rotely adhere
to its letter and thus stretch or tear the
fragile cultural tissue of life at the core of
American society.

The consequences of one’s actions and
decisions are further cloaked by an unwar-
ranted level of secrecy —  indeed, official
deception —  about the violence perpe-
trated by some students.

Joyce Smith, executive director of the
National Association for College Admis-
sion Counseling, points out that some high
school counselors are afraid of lawsuits
and thus omit the full truth about some
students who seek admission to college.
“They’ll write that Johnny took these
courses and was a great student,” accord-
ing to Smith, “but they won’t tell you that
Johnny burned down the gym.”4

Schools have undergone not only a
“dumbing down” of grades, but a “dulling
down” of conduct expectations.5 This de-
cline in standards has played a significant
role in raising the level of tolerance for
misconduct and school violence.

Children going to an amusement park can
drive special motor cars. The cars may be
driven anywhere a child wants to go, but a
rail embedded in the road makes certain that
the child cannot go more than a couple of
feet to the left or the right of the designated
route. What many seem to have forgotten is
that it is the rail of social structures and
norms of our society that ensures America’s
children do not stray too far from a route of
reasonable expectations of manners, dili-
gence and good conduct.6

Preserving social norms and institutions
Maintaining social norms and institutions,
such as families, schools, churches and
government, requires the involvement and
support of parents, grandparents, uncles,

aunts, school administrators, teachers,
counselors, psychiatrists, politicians, law
enforcement officials, judges, lawyers and
other citizens. Individual rights do not have
to be sacrificed, but there must be a realiza-
tion that society has expectations, and those
expectations must be enforced for the good
of everyone.

Each citizen has a duty to devote part of
his or her daily life, not just to helping
reduce school crime and violence, but to
helping restore social responsibility, civil-
ity, diligence and good conduct as basic
components in American life. Civic duty
and citizen accountability must be recon-
sidered and refined. Neither is fully attain-
able when there are so many who do not
know — or worse, do know but do not
care —  about right and wrong.

Such duty comprises an immense bur-
den. Throughout our history, Americans
have successfully faced immense problems
and found solutions. We may again do so,
but only if we recognize the magnitude of
the task.

The role of judges
The legal profession has a special role to
play. Judges can become central, collabora-
tive supporters of education in an orga-
nized and effective way.

In 1992, the American Bar Association
formally urged “judges, courts, and judicial
organizations to support and participate
actively in public education programs about
the law and justice system, and further, that
judges be allotted reasonable time away
from their primary responsibilities on the
bench to participate in such public educa-
tion programs, consistent with the perfor-
mance of their primary responsibilities and
the Code of Judicial Conduct.”7

 Something more than “public education”
is required for a simple but profound rea-
son: “education” without substance and
rigor means nothing. To supply that sub-
stance and rigor, we as a people must first
reacquaint ourselves, and then our chil-
dren, with civil standards of behavior and
reassert them, tenaciously and ubiquitously.
This will not be easy but we must do it.
“[J]udges must accept primary responsibil-
ity for reaching out to the public” according

to the American Judicature Society, “and
[they must recognize] they are effective
communicators and educators when they
apply themselves to the task.”8

One example, California’s Chief Justice
Ronald M. George has directed his Court/
Community Outreach Task Force to iden-
tify appropriate ways and means by which
the California judiciary may contribute.

The American Judges Association has
already forged a partnership with the Close-
Up Foundation to acquaint thousands of
students and teachers each year with the
duty to learn of and obey the law; that is, to
play by the rules of the game.9

Renewed commitment
The following list features samples of ac-
tion judges (and attorneys) might take to
promote safe schools:
• Encourage governmental leaders from all
branches and levels to work with public and
private educators at all K-12 schools and
colleges to facilitate campus safety commu-
nication, collaboration and planning.10

• Encourage public officials — including
trial and appellate jurists — to take sabbati-
cals to participate in mentoring and other
educational and service programs that may
help improve campus safety, promote com-
munity harmony, and reduce youth crime,
violence, and drug abuse.11

• Develop and improve close working rela-
tionships among juvenile, dependency, fam-
ily and criminal courts; youth and adult
corrections, probation and parole agen-
cies; prosecutors, defenders, peace offic-
ers, court-appointed special advocates and
child protective services; and public/pri-
vate school authorities at all levels. Devel-
oping relationships among such agencies
will help to improve protection for children,
school staff and the public, as well as at-
tempt to help misbehaving young people
and their families to improve their own cir-
cumstances.
• Help facilitate appropriate information
sharing between institutions and agencies
regarding pertinent juvenile, dependency,
criminal and family court records.
• Promote the use of computers and tele-
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Over the 12-year period during which I have
conducted workshops on “The Dynamics
of Violence,” I have worked within diverse
environments that include schools, indus-
tries, government agencies, homeless shel-
ters, churches, law firms and nursing homes.
The principles outlined here cut across en-
vironments and provide information needed
by any person who manages people and
resources in order to accomplish any task
or goal.

Identify potential crises
Perhaps the most effective means of reduc-
ing violence in schools is preparedness.
The first step in preparedness is develop-
ing a crisis contingency plan. Examine po-
tential crises that pose threats to the edu-
cational mission of the school and create
contingency plans for each of those crises.
Train school personnel and students in
appropriate ways to respond.

Assess the situation
Perhaps the most difficult lesson that “first
responders” to emergency situations must
learn is how to slow down and size up a
situation. Committing to an action too
quickly can cause the rescuer also to be-
come a victim. This tendency to give in to
“rescuer’s hysteria” is featured in emer-
gency services training programs. A good

Lawrence J. Fennessy, crime prevention
specialist and certified police instructor,
can be reached at 716/924-3096.

BY LAWRENCE J. FENNESSY

example of this reaction is a 60-pound child
falling through thin ice, joined by adult res-
cuers each weighing 200 pounds running
onto the same ice. The adults then suffer
the same fate as the child.

The following steps outline logical re-
sponses to any critical situation:
1. Determine the exact location of the

problem.
2. Send immediately for additional help.
3. Proceed calmly by the shortest possible

route to the scene.
4. Upon approach, slow down and visu-

ally survey the situation and surround-
ings.

5. Coordinate your actions with those of
other responsible adults who may be
nearby.

6. Limit the growth of the problem by re-
stricting others from entering the area.

7. If the problem is beyond your control,
prepare to retreat to a safe position and
wait for additional resources.

8. Assess the behavior being observed
and mentally categorize behaviors.
(Figure 1)

9. Determine the appropriate control
method for the observed behavior and
apply the method. (Figure 2)

10. Assess injuries and obtain any neces-
sary first aid.

11. Separate conflict participants and dis-
perse spectators to prevent reoccur-
rence of conflict.

12. Accompany participants to appropriate
offices or detention areas.

13. Expect that resumption of normal ac-
tivi ties may require a period ranging from
several minutes to several hours, depend-
ing upon the severity of the incident.

14. Schedule time for debriefing to calm
fears and quell rumors.

15. Gather intelligence about potential re-
percussions and pass it on to appropri-
ate authorities.

Behavior and control continuums
To provide guidance in successful conflict
management, the Behavior Continuum  (Fig-
ure 1) illustrates a simple and direct way of
assessing behavior prior to selecting a con-
trol method from the second continuum (Fig-
ure 2) to address a given conflict. In each
continuum, the line of escalation increases
from level one to level 10 intensity. The sim-
plicity of each continuum facilitates recall
and use under pressure. However, with use
of these companion continuums comes a
reciprocal caution. The farther along the
continuum that behavior escalates, the
faster one must categorize behavior and
select the appropriate control method.

This latter assertion suggests that the
more time spent dealing with problem be-
haviors at the low end of the continuum,
the more effective will be the conflict man-
agement methods. All life situations involve
timing and judgment. Knowing what needs
to be done and when action should be taken
are major components in managing conflict
successfully. Having a crisis management
plan can expedite timely resolution of con-

 Cool heads, hands-off policy
help reduce school injuries

The dynamics of violence can be addressed through preparedness, which  includes
 assessment, familiarity with school discipline codes and local laws, thorough, impartial

investigations and cooperation between educators and security professionals.
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flict by focusing attention on potential prob-
lems. Discontent and hostilities that are al-
lowed to spiral out of control and increase
in intensity over a long period of time are
the most difficult to resolve. Once the first
punch is thrown, it is too late to slow the
escalation of violence.

Definitions of continuum terms
Terms in the Behavior Continuum are de-
fined the following ways:
• Placid: Calm behavior that demonstrates

participants have bought into the recip-
rocal social contract.

• Disagreeable: Behavior characterized by
differences in perspective or opinion.
This behavior is not easy to spot since it
is often subtle or covert. At this stage,
dialog and conversation must be used to
identify areas of disagreement.

• Hostile: Overt behavior characterized by
intensity in vocal volume and pitch, per-
haps including vulgar vocabulary, fight-
ing words and/or profanity. Such behav-
ior may result in psychological trauma
and include the throwing of objects, but
does not include touching persons.

• Violent: Physical behavior that results in
physical injury in varying increments from
complaint of pain up to and including a
behavior that results in death.

Definitions of terms used in the Control
Method Continuum include the following:
• Education: Laws, rules, codes of con-

duct or etiquette, parental guidance, so-
cial norms or contracts — all such teach-
ings/rules can be invoked and used to
bring about agreement while people are
in a placid mode of behavior.

• Talk Therapies: Such approaches as
counseling, facilitation, peer mediation,
arbitration, litigation, conflict resolu-
tion and teen courts represent formal
and informal strategies that can be
used to effect understanding while be-
haviors are focused at the “disagree-
able” level of behavior.

• Defusing Tactics: These tactics usually
take the form of verbal skills used to redi-
rect energy toward more productive talk
therapies in the last few moments before
people resort to violence. Defusing is an

art that interrupts people without anger-
ing them further. Such tactics include
showing patience, politeness and kind-
ness in the face of hostility; using the
hall pass system to send one or more dis-
putants to other teachers, counselors or
advisors to allow time to cool off; asking
disputants’ permission for active listen-
ing by repeating disputants’ contrasting
claims and clarifying issues by restating
claims simply. Such verbal tactics are al-
ternatives to matching vocal pitch and
volume with those of disputants who are
already agitated.

• Separation: Separation of disputants
should be performed by trained, compe-
tent personnel. Separation may begin by
distracting one party in the argument so
that the staredown or lines of sight are
broken. It then continues by increasing
space between disputants, by leading
them off in opposite directions for a cool-
down period. At the high end of the
continuum of control methods, sepa-
ration also includes employing defen-
sive tactics and ultimately, even arrest
and confinement.

Avoid laying hands on people
School officials must always be concerned
with ways to eliminate instances that con-
tribute to personal injury, either of students
or of school employees. Good risk manage-
ment involves analyzing such instances to
determine how to avoid confrontations that

result in injury and sometimes in lawsuits.
For example, a midsized urban school dis-
trict having approximately 36,000 students,
a population that is fairly typical in upstate
New York, gathered data over three semes-
ters regarding assaults on teachers. Follow-
ing is a summary taken from 131 reports
concerning teachers’ behaviors that re-
sulted in teacher assaults. (Percentages to-
tal 102 percent due to rounding.):
• 43 percent of the teachers were engaged

in breaking up fights or otherwise re-
straining a student or trespasser.

• 25 percent used ineffective tactics that
escalated the situation, the most common
such tactic being blocking a doorway.

• 14 percent were acting in an authorita-
tive capacity, such as monitoring hall-
ways, and were pursuing a student or a
stranger.

• 3 percent were assaulted from behind
while addressing a crowd during a crisis.

• 11 percent of the teacher assaults, from
information supplied in the reports by the
victims, were apparently unprovoked, but
incidents might have been further clari-
fied had follow-up interviews been con-
ducted with all concerned parties.

• 6 percent of the report narratives failed
to provide sufficient information for clas-
sification into a particular category.

The top four categories of teacher as-
saults — 82 percent of the cases — can be
summarized by the common element among

 Figure 1.  The Behavior Continuum

1                                                                                                                                         10
Placid Disagreeable            Hostile     Violent

Assessing behaviors, not people, is the key to safety.

 Figure 2.  The Control Method Continuum

1                                                                                                                                         10
Education Talk Therapies            Defusing  Separation

           Tactics     Techniques

Each method has numerous systems of behavior modification within.
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the assaults: putting hands on people. It
stands to reason in this example that if
teachers had avoided that activity, they
could have reduced their risk of assault on
the job by 82 percent. Additionally, the
school district would also have benefited
by the consequent reduction in teachers’
sick leave, workers’ compensation claims
and lawsuits arising from the use of physi-
cal force.

Know the limits of discipline and the law
There is no law, rule or contract that requires
teachers or most other school support staff
members to use physical means of breaking
up fights. Teachers and administrators must
not compromise their roles as educators by
trying to do the jobs of security officers. The
use of physical restraints and force should
be left up to properly trained and equipped
security professionals. If your school dis-
trict does not provide such personnel, ad-
ministrators and teachers should join forces
and lobby for trained personnel who can
assist school staff during emergencies and
confrontations.

Until such personnel are in place, how-
ever, remember that if two students are fight-
ing, and an adult intervenes to break up the
altercation, the result is three people fight-
ing. While you may view your actions as
intervention, others watching know a fight
when they see one and will report it that
way. The focus can shift from a conflict
between students to one in which an adult
who should have known better suffers or
causes injuries to him/herself or others.
Such a result can place other persons’ and
your own health and safety, your job, your
retirement funds, even your home at risk.

The following do’s and don’ts should be
kept in mind by school administrators,
teachers and support personnel when fights
break out:
• Do not run to a fight. Adults running to a
fight help escalate anxiety and generate ex-
citement, and they usually arrive out of breath
with diminished capacity to be effective.
• Do not run after another person. Run-
ning can sometimes lead to injury, and cap-
ture of the fleeing suspect can result in a
fight or struggle.
• Do not stand in or block a doorway. The

confinement of this ritual space can esca-
late tensions and frustrations.
• Remind students in a firm, clear voice of
their responsibility to follow school rules
and laws. School staff should know school
codes, policies and local laws so that they
can state them briefly and forcefully as calm
reminders of students’ basic agreements
and obligations.
• Keep your back to a wall. When you
turn your back, you shut down your best
assessment tools, your eyes.
• Repeatedly declare in a clear, loud voice,
“The fight is over,” “ Time out,” “ Leave this
area now.” Dispersing nondisputants and
closing nearby doors can prevent the con-
flict from spreading.
• Do not step between or touch combat-
ants. Such behavior makes you part of the
problem and renders you vulnerable to at-
tack from behind.
• Ask in a clear, loud voice, “Do either of
you need my help?” or “Can I be of help
here?” Give disputants the chance to back
away from the fight and to accept help.
• Do not stay in the place where the argu-
ment started. As soon as possible, move
with disputants to a quieter area to disas-
sociate their anger from the place where the
confrontation began.
• Let other responsible adults take over
once the immediate danger is past. As part
of defusing the conflict, let counselors, ad-
visors and other such responsible adults
work out the details of the problem resolu-
tion with the disputants.

Investigate impartially, thoroughly
Even the most experienced, seasoned in-
vestigators make mistakes when investigat-
ing the roots of conflict and violence. From
those mistakes can be taken the following
positive pointers:
• Listen to all sides of the story. Give all

participants an equal chance to provide
details of the conflict.

• Avoid the “halo” effect. Do not take the
word of the stereotypical “good” student
over that of a so-called “bad” student;
base conclusions on facts rather than on
reputations.

• Give every student a fresh start. Estab-
lishing a policy of giving all students the

benefit of the doubt and avoiding nega-
tive stereotyping builds trust.

• Rise above snap judgements and per-
sonal cynicism. Put forth good faith ef-
fort to identify the facts of the situation.

• Document all incidents of violence. De-
sign report forms and establish uniform
reporting policies to provide the founda-
tion upon which the disciplinary process
can be built and defended.

• Conduct timely investigations. Gather
facts of the incident soon enough to pre-
vent participants from coaching “wit-
nesses” or changing their stories.

• Recognize and maintain boundaries of
authority. Clearly differentiate between
school and police authority. Immediately
notify appropriate agencies and authori-
ties within the school district and the
community at the time an incident is re-
ported or a crime is perceived.

The five principles outlined in this article
represent a few of the precepts stressed
during my “Dynamics of Violence” work-
shops at 10 regional conferences across
New York state. These approaches to elimi-
nating violence in schools have helped
many educators restore calm and build un-
derstanding among students, teachers and
administrators.

At the conclusion of the series of confer-
ences, teacher representatives were united
on the issue of eliminating violence in
schools. They successfully lobbied the
state department of education to allocate
$80 million in grant money for violence re-
duction programs in local school districts.

My father was not educated beyond the
eighth grade, but he was a very wise man.
He gave me some useful advice I would like
to share: “Choose your ruts in life carefully.
You’re going to be in them for a long time.”

If your school is in the school violence
rut, you can only “wing it” for just so long
before security issues overwhelm and shut
down the entire educational process. The
road out of the violence rut in our nation’s
schools is conflict management training for
staff and development of a greater appre-
ciation for the roles of professional secu-
rity officers in the work of schools. Now
that’s something worth fighting for.

FENNESSY
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BY STEVE KAUFER

Schools must adjust security
systems to needs, budgets

Electronic security technology is more than sophisticated gadgetry.
It is the key to improved school safety throughout a school district.

Electronics and computers have a tremen-
dous impact on the teaching environments
in schools all across the United States.
Improved security is similarly affecting
schools as a variety of new systems and
devices are introduced to beef up efforts to
make schools safer and more secure.

Long used on school campuses to safe-
guard the facilities and contents after hours,
alarm systems are increasing in sophistica-
tion and their variety of available features.
Intrusion alarm systems continue to play an
important role in the security program of
schools, but they are being enhanced and
integrated with systems such as access
control systems and closed-circuit televi-
sion monitoring systems. These latter sys-
tems are common tools to improve security
while yielding to the demands of ever-tight-
ening budgets by reducing security person-
nel costs. The ability to combine systems
and functions increases operational effi-
ciency and reduces initial and ongoing costs.

Steps toward security solutions
In seeking effective solutions to security
issues, school districts with tight budgets

Steve Kaufer is a senior consultant with
Inter/Action Associates, based in Palm
Springs, California. He has more than 24
years’ experience in the private security
industry. He is recognized as a Certified
Protection Professional by the American
Society for Industry Security. He may be
reached at 800/934-7797.

must employ innovative approaches to de-
veloping funding to purchase and maintain
well-designed systems that provide needed
protection without dramatically impacting
the teaching environment. Not all sites within
a district or among districts gain the same
benefits from electronic systems, since each
district has its own specific needs.
• Assess potential risks: The judicious
blending of electronics to form an effective
portion of the overall school security pro-
gram begins with an assessment. The cur-
rent level of protection at each site provided
by the systems in place should be examined
to determine the vulnerabilities and areas of
greatest potential risk. Well-planned, inte-
grated systems go beyond the standard
alarm system and provide enhanced secu-
rity while campuses are both occupied and
closed.
• Examine crime trends: To determine the
extent of needs for protection, one should
look at local crime trends and compare the
experience of the school district whose needs
are being considered with experiences of
other local districts.
• Set goals: Determine if the goal is to
provide 100 percent protection to each school
or if limitations in budgets or other such
restrictions dictate targeting for protection
only high-risk areas such as computer labs,
science labs, music rooms and administra-
tive areas. Because most schools today
have computers and audiovisual equipment
located throughout their campuses, selec-
tive protection becomes more difficult.

• Prioritize needs: School districts with
limited budgets typically begin by protect-
ing the most likely targets at each school
site, then expand as more funding becomes
available. While this partial protection strat-
egy usually costs more in the long run, it
allows critical areas at each school to be
protected and avoids the political problems
that sometimes arise in choosing to protect
one school over another.
• Seek diverse input: Designing an effec-
tive security system requires the input and
involvement of all staff levels, including
district administrative and security officials,
facilities personnel, financial and fiscal man-
agers, maintenance and operations officials,
school administrators and teachers. Con-
vening a group representing a cross section
of those whose interests are vested in re-
ceiving improved security is a method that
has worked very well with districts seeking
to upgrade security.
• Select a liaison: Designate one person to
meet with each principal in the district to
gather information for a needs assessment.
In discussing needs with teachers and school
support personnel, students, parents and
site committees, this key contact person will
gain a perspective of needs and be able to
pinpoint specific problems at each school.
Knowing where delinquent or criminal inci-
dents have taken place and identifying the
most vulnerable areas at each school site are
especially important when designing a par-
tial protection plan.
• Consult security experts: Today’s secu-
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rity technology is rapidly increasing in ex-
tent and complexity. This growth makes it
difficult for district operations or mainte-
nance people to maintain a high level of
expertise. During the planning process, ask-
ing a security systems expert for technical
advice can save time and money down the
line. Such a person may represent an equip-
ment manufacturer or a system installer, or
the expert could be an independent security
consultant.

The advantages and disadvantages of
choosing one such person over another
should be examined carefully before making
a choice. For example, an independent con-
sultant may base a recommendation solely
on the needs of the district, while another
expert’s advice may be influenced by alle-
giance to his/her installation company or a
bias favoring a company’s particular line of
products or services.

Integrated security systems
The security industry increasingly offers
products that feature a wide range of char-
acteristics, benefits and capabilities. Inte-
gration is now common, even among smaller
alarm systems. Access control features built
into the alarm panel can control doors and
the alarm with a single code or access card.
When an alarm system detects an intrusion,
the system can focus a closed-circuit televi-
sion camera on the area controlled by the
alarm and record all ensuing activity. Such
an alarm may even be equipped with a fea-
ture that automatically transmits live video
to a remote monitoring point. When inves-
tigating purchase of alarm systems and other
electronic security devices, one should also
consider ways such devices might correlate
with other site needs.

Other systems that combine well with
security systems include:
• Energy management systems (EMS): In
one Northern California district, for example,
an energy management feature was initially
only a small part of the total security system.
Costs for the combined system reached $5.5
million, but energy savings in seven years
will pay for both systems. Meanwhile, the
district receives the benefits of 100 percent
energy management and security protec-
tion. EMS systems can also be connected to

alarm systems that turn on all lights in the
specific area controlled by an alarm, thus
helping to guide police to the exact spot on
campus where an intrusion is taking place.
• Access control systems: Some school dis-
tricts require secondary school students to
use photo identification cards. To date, the
use of access control systems in schools
has been limited, but such use continues to
expand because access control features are
often cost-effective add-ons to more so-
phisticated security control panels currently
being installed in schools. Some such sys-
tems also control staff access to administra-
tive facilities after school hours, including
controlling alarm systems with access con-
trol cards.
• Closed-circuit television (CCTV): These
systems, like access control, are beginning
to see wider use on school sites. With CCTV
systems, districts have found that one
school resource officer (SRO) or other such
security person can monitor a wide area from
a central location while directing others to
respond to specific incidents that may be
occurring elsewhere on the site. The initial
capital cost of CCTV systems can be quickly
recovered with the reduction in personnel
costs. This is not to say that CCTV will
replace SROs or eliminate the need for other
such security personnel. However, such a
system can improve the effectiveness of a
reduced number of security personnel and
yet continue to provide a higher level of
security without increasing ongoing per-
sonnel costs.

Two principal system elements
Typical elements of a security system in-
clude only two major groups of equipment
for an effective alarm — the monitoring
system and the on-site electronics.
• The monitoring system: The monitoring
system is typically housed at a central, 24-
hour-manned facility that receives and in-
terprets alarm signals from each school. An
alarm company can operate the central sta-
tion by including the district in its umbrella
of clients, or the district can purchase and
operate its own central station. Central sta-
tions are most commonly used for alarm
monitoring, but they can also remotely moni-
tor video cameras and access to the campus.

Installing an alarm system in a school that
previously offered employees unrestricted
access after hours can cause concern and
frustration among teachers and other per-
sonnel. Most districts want alarm systems
to preserve and enhance the learning envi-
ronment, not to restrict teachers who often
work long hours on their own time. Careful
planning must take place to ensure that the
system meets the needs of both the district
and its personnel.
• The control panel: The other major com-
ponent that makes up the protection system
is the control panel. Most control panels use
microprocessor-based electronics, which
allow a variety of programming changes —
including configurations, added features
and user access codes —  without replace-
ment or modification of the hardware.

Alarm control panels often can integrate
access control features and some can even
incorporate the transmission of video pic-
tures. The microprocessor-based systems
have the flexibility to meet current needs for
basic alarm protection, with the ability to
expand as needs increase and without be-
ginning the equipment acquisition process
again.

Many control panels may be repro-
grammed remotely, allowing reconfigur-
ation of the software from the district main-
tenance office, alarm company or other
distant site. This feature dramatically re-
duces system down time for servicing.

Typically, the control panel includes an
emergency power supply to ensure con-
tinuous operation. The panel supervises
this power supply and signals the central
station if power becomes low.

Anticipating future security needs dur-
ing initial planning can prevent later costly
equipment upgrades. The entire system
should be designed based on the needs of
the district sites before choosing a control
panel.

System control
While an alarm system is comprised of many
elements, much of the system user’s satis-
faction is often related to the way in which
the system is turned on and off. Choosing
the correct device or method will either
create or relieve anxiety over the use of the

KAUFER
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alarm. Here are some control options:
• Key controlled: Outdated and rarely used.
• Digital keypad: Requires a numerical
code to arm and disarm the alarm system.
Some panels feature multiple user codes,
which record the time and identity of the
person who armed or disarmed the system.
That information is logged into the memory
of the control panel for later retrieval or is
transmitted to the central station. Transmit-
ting information to the central station in-
creases the number of management report
options available. Some sophisticated con-
trol panels coupled with digital keypads can
restrict the day and time that access codes
are valid, giving the district greater control
over after-hours access.
• Access control card: Controls the alarm
as well as allows access through controlled
entrances. Like the keypad, this method is
capable of leaving a trail of information for
later retrieval. Again, the ability to integrate
systems provides the district with tremen-
dous cost and operational advantages.
• Remote communication: Permits arming
or disarming the alarm from a remote site,
such as the central station. This system
helps personnel who are unfamiliar with the
system or who use it infrequently. A person’s
call to the central station arms or disarms the
alarms remotely. Usually the caller must use
a prearranged code for identification to dis-
arm the system. The alarm can be pro-
grammed to automatically rearm itself after a
specified period of time. This method is also
useful for recurring events, such as commu-
nity use of a multipurpose room. For ex-
ample, one can program the alarm system to
automatically disarm a selected area every
Tuesday evening for a 7 p.m. event.

Sensors
The first line of defense against intruders is
usually sensors placed on perimeter doors.
These magnetic sensors are available in a
variety of configurations, including surface
and recess mounting. Care should be given
to selecting an appropriate type of mount-
ing because sensors are exposed to the most
use and abuse.

Motion detectors are popular for protect-
ing the interiors of school buildings. While
a wide variety are available, the two most

commonly used are passive infrared and
dual technology detectors.
• Passive infrared (PIR) detectors sense
body heat to detect intruders. PIRs are de-
signed to reduce false alarms from a variety
of sources. One caution, however, is that in
warmer climates, one must use a high-qual-
ity sensor that contains temperature com-
pensation circuits to prevent the unit from
becoming less effective as the ambient tem-
perature in a room increases. For example, in
the summer when temperature in an unoccu-
pied classroom reaches 100 degrees or higher,
the range of a poorly designed detector may
be diminished .
• Dual technology detectors, which are
becoming increasingly popular in
schools, combine two forms of detection,
usually passive infrared and microwave.
Both sensors must trip to sound an alarm,
eliminating the potential for many false
alarms. These sensors are more expen-
sive than single technology sensors but
are a good investment in reducing the
potential for false alarms.

Both types of sensors are available in a
variety of detection patterns to provide
protection in classrooms, long corridors
and other such areas in education facilities.
• Audio detectors are a third class of sen-
sor used commonly in schools. There are
two primary types: one detects glass break-
age, while the other uses a microphone
linked to the central control panel. The
first — typically mounted on the ceiling —
is electronically tuned to sound an alarm if
it detects various types of glass breaking.

The second audio detector is a micro-
phone connected to the control panel. It
contains circuitry that generates an alarm
when a preset threshold of sound is reached.
These sounds are not limited to breaking
glass, but also include other sounds that
may occur during a burglary. Not only does
this system generate an alarm signal to the
central station, it also allows the operator to
listen through microphones to sounds com-
ing from the site.

CCTV cameras must also be selected with
care. The environment, lighting and desired
use must be evaluated before a selection is
made. Increasingly, color cameras are being
used since they allow more detailed descrip-

tions of intruders.
Cameras are attractive targets for students,

so proper housings must be specified to
ensure that the system is vandal-resistant.

Transmitting alarm signals
While monitoring alarm signals is a chief role
of the central station, determining how the
signals will be transmitted is a function of
system design. The options are the same
whether the service is contracted to a ven-
dor or housed in a district-operated central
station.

The most common method of transmitting
alarm signals is with a digital communicator.
Typically built into the control panel, digital
communicators use an existing telephone
line. When an alarm is sensed, the digital
communicator electronically transmits the
alarm to the computer at the central control
station.

Digital communicators have several ad-
vantages. Because they use standard, exist-
ing telephone lines, one need not pay an on-
going fee for a communications link. The
dial-up network is extremely reliable, with
automatic routing around circuit problems
should they occur. Additionally, changing
central stations is simply a matter of repro-
gramming the digital communication to the
new station.

Disadvantages of a digital communicator
relate to one of its advantages — the use of
standard phone lines. If the lines fail or are
cut, the alarm cannot transmit to the central
station. While that may appear to be a weak-
ness, telephone lines are rarely cut in low-
to-medium-exposure premises, such as
schools.

If a school district needs a more secure
signaling path, cellular and radio signals
provide alternate ways of sending alarms.
One district in the Southeast uses cellular
backup for all sites. If the regular telephone
line is out, alarms are routed over the cellular
network using specially designed cellular
“phones” built into the alarm panel.

Radio signals present still another possi-
bility for transmitting alarms to the central
station. Radio transmitters range from a
simple slave unit that transmits to the central
station to more sophisticated, two-way sys-
tems that can arm or disarm the system or
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(Continued on page 30)

perform other remote-controlled functions
by relay. A large district in south Florida
makes extensive use of radios in its security
programs.

Video signals can be transmitted over
regular phone lines, integrated services digi-
tal network phone lines, and microwave.
The technology must be chosen after evalu-
ating the district’s needs and budget and
the capabilities of the local telephone ser-
vice and system vendors.

Close examination from both a fiscal and
an operational standpoint is needed to de-
termine which technology is right for a given
district.

Alarm location
Another feature that affects choice of equip-
ment is the design of an alarm that sounds
at the school or that silently alerts the central
station.

Silent alarms give responding police or
security forces a better opportunity to ap-
prehend those who trigger the alarm, but
silent alarms also contribute to more false
alarms. Someone who has authority to enter
a building or classroom may unknowingly
trip the alarm but be unable to abort a police
response to it.

Conversely, audible alarms minimize
theft and vandalism. An audible alarm dra-
matically reduces the amount of time a bur-
glar or vandal spends inside a school facil-
ity. To maintain good community relations,
however, the alarm should sound for a brief
period and then reset. Most control panels
have this built-in capability.

Safety measures
As the possibility for violence in schools
increases, district officials depend more
upon electronic devices to ensure the safety
of students and teachers. Some schools are
installing personal protection alarms, such
as miniature radio transmitters that summon
help discretely when the wearer simply
presses a button. Other schools are upgrad-
ing to voice communications systems, such
as panic buttons mounted in classrooms.
Though less expensive than radio transmit-
ters, the false alarm rate is significantly
higher because these buttons are acces-
sible to students.

Contracting services
When analyzing security needs, one
should determine which support services
will be contracted out and which will be
performed in-house. The first consider-
ation is installation.
• Installation. Some districts contract for
installation services because they lack the
maintenance personnel to install a district-
wide system in a reasonable amount of time.
A Southern California district having ap-
proximately 15 schools has installed all its
own systems and maintains them as well.
The district saved about $175,000 in the first
year of the program based on what the
previous vendor had wanted to charge for
new systems in all schools, labor and mate-
rials. Additionally, almost $50,000 per year is
saved by contracting for the monitoring and
private response functions.

Another Southern California school dis-
trict contracted for the installation of new
systems, then was compelled to complete
the project when the installer went out of
business. Today this district installs, main-
tains and monitors all of its own systems.
Installing new systems creates an in-house
staff that is capable of maintaining, expand-
ing and reconfiguring the security system
when changes are required.
• Maintenance. Often the district staff main-
tains security systems once they are in-
stalled. If an outside contractor installs the
system, a school district should stipulate
that the bid include training sessions to
show staff how to troubleshoot and repair
components. A well-trained, in-house staff
can save the district money. For example,
staff will learn that control panels contain
sophisticated zoning capability that makes
it easy to locate and replace a defective
sensor. They will also learn to stock spare
parts so that repairs can be made quickly
and efficiently without interrupting alarm
protection.
• Monitoring. Monitoring alarms requires
the most thought and usually results in the
most debate. Most districts contract these
duties to an alarm company, but an increas-
ing number of districts are establishing in-
house central stations. Monitoring district
alarms is a growing and ongoing expense.

The cost of staffing a 24-hour, seven-day-

a-week central station is substantial, in ad-
dition to the initial cost of acquiring the
monitoring equipment. The cost issues can
be examined in an unemotional, analytical
manner, but other issues are a bit more
thorny.

For example, alarm companies monitor a
variety of customer alarms — often num-
bering in the thousands — making it diffi-
cult to give the same level of service that an
in-house district central station provides.
Because the district station deals only with
school sites, staff become familiar with per-
sonnel, operating schedules, special events
and other activities that affect alarm system
operation. Familiarity helps to substantially
reduce false alarms because district person-
nel in the central station have the discretion
in dispatching that an alarm company lacks,
primarily for liability reasons.

A number of approaches to monitoring
alarms exist. For example, hybrid programs
have been developed for districts that com-
bine in-house and contract services. This
shared function gives the district flexibility
and saves the school district money.

Another approach is to pool the resources
of several districts. One district operates the
central station and monitors the other dis-
tricts’ alarms under a cost-sharing agree-
ment. Several districts actually turn a profit
monitoring other districts’ alarms.

Responsibility for responding to alarms
Once an alarm system has been chosen and
the responsibility for monitoring it has been
designated, selection must be made regard-
ing who will respond when the alarm sounds.
Ideally, school district police or a properly
equipped security department will respond.
No one knows your district or its schools
better.

On the other hand, many districts without
school police or a security department sim-
ply call local police. But unless the respond-
ing officers are familiar with the school, they
may find it difficult to locate the source of the
alarm, even with accurate zoning informa-
tion. Often, police response to an alarm lacks
high priority in many communities, leading
to delays. Moreover, false-alarm fines be-

KAUFER
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BY TOM McKAY

School’s redesign improves
safety, wins award

The Problem-Oriented Policing concept brings police and
citizens together to find long-term, community-based solutions

to crime, disorder and quality-of-life problems.

The Police Executive Research Forum
(PERF), based in Washington, D.C., is a
membership organization of police execu-
tives from large and midsized city, county
and state law enforcement agencies. PERF
selects individual officers and officer teams
to receive problem-solving awards. These
awards are named after Herman Goldstein,
professor emeritus at the University of
Wisconsin School of Law and developer
of the problem-oriented policing (POP)
concept. POP is a four-step system for po-
lice officers to use in devising long-term
solutions to community problems. The fol-
lowing account describes the innovative
and successful Turner-Fenton Project, for
which Constable Tom McKay of the Peel
(Canada) Regional Police Department won
the Herman Goldstein Individual Award for
Excellence in Problem Solving, which was
presented at the 1996 Seventh Annual In-
ternational Problem-Oriented Policing Con-
ference in San Diego, Calif.

The Peel Region is located on the west-
ern outskirts of Toronto and is principally
made up of the cities of Brampton and
Mississauga, Ontario, Canada. As primary
provider of the region’s law enforcement,
the Peel Regional Police Department in-
cludes a Crime Prevention Services Unit, a

research and policy center for the region.

The problem
The unit received a letter from Drew
Leverette, principal of the Turner-Fenton
Secondary School. The letter principally
identified a problem with trespassers, stat-
ing that with a school population of almost
2,000, it was difficult for school staff to dif-
ferentiate between trespassers and stu-
dents.

On any given day, from 20 to 25 tres-
passers — in some cases driving to cam-
pus from neighboring communities to visit
with friends and acquaintances — parked
their cars in the far end of the parking lot
next to the basketball court and from there,
entered the school unchallenged. While on
school property, the trespassers would loi-
ter and frequently engage in criminal activ-
ity, such as brandishing a handgun during
the playing of a basketball game. Approxi-
mately 62 incidents —  including assaults,
thefts, property damage, weapons posses-
sion and armed robbery —  had occurred
on campus the previous school year. Such
behavior, combined with the students’ own
incidents of vandalism and  loitering, had
resulted in the school’s having a reputa-
tion for being unsafe.

The assessment
Using a Crime Prevention Through Envi-
ronmental Design (CPTED) approach,
McKay undertook a thorough analysis of
the problem. He collected floor and site

plans, assembled crime incident statistics,
made regular observations in varying time
periods and conducted interviews with stu-
dents, administrators, gym, teaching and
support staff, and maintenance personnel.

The assessment revealed a number of
design and use deficiencies not mentioned
in the original complaint or by interviewees.
Among them were the following (See Fig-
ure 1.):
• a parking lot that physically and psy-

chologically divided the campus in half;
• a parking lot entrance characterized by

an irregular border and multiple access
points and escape routes;

• an open and undifferentiated classroom
and gymnasium area;

• a lack of effective, well-placed signage;
• a lack of adequate walkways to provide

safe access between school buildings;
and

• a lack of a bus loading zone.

The response
The author submitted a  64-page study de-
tailing the design plan and earlier assess-
ment in a simple, easy-to-read format, com-
plete with 18 illustrated appendices. This
plan carefully documented the school’s
crime and use problems and explained and
illustrated the CPTED assessment and de-
sign directives.

Fundamental to developing an effective
and efficient school environment was
changing the school’s parking lot from an
east-west to a north-south orientation. This

Tom McKay is a constable with the Peel Re-
gional Police. For details concerning this
project, contact him at the Peel Regional
Crime Prevention Services Unit in
Brampton, Ontario, Canada: 905/453-3311.
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Figure 2.  Redesign of Main &

Eastern Parking Lot

A - B Public entrances

C Bus platform

D - E Driveways

F - G Raised walkways

H - O Parking spaces

K Visitors’ parking

P Tennis courts

R Basketball court

S Bleachers

T Track

Figure 1.  J.A. TURNER &

W.J. FENTON SCHOOLS:

Before Redesign

A - B Public entrances

C Walkway at grade level

D - H Parking spaces

P Tennis courts

R Basketball court

S Bleachers

T Track

simple yet important step was critical to
permanently breaking the wedge effect cre-
ated by cars parked between the two prin-
cipal campus buildings and to making the
lot self-contained and uninviting to tres-
passers. Additional improvements (See Fig-
ure 2.) included :
• access sidewalks and a raised concrete

walkway and bus loading platform built
at the lot’s main entry, effectively cut-
ting off the uncontrolled vehicular traf-
fic into the lot;

• reduction from three to two lot entry
points, effectively limiting escape routes
by 50 percent;

• speed bumps place strategically through-
out driveways;

• establishment of a fire route in place of
the parking lot formerly in front of the
Turner building;

• improved natural surveillance and
signage designating parking for visitors
and that for school faculty, staff and stu-
dents;

• parking passes issued to approved fac-
ulty, staff and students;

• signage prohibiting trespassing and  stat-
ing other school policies and property
rights posted on the school’s perimeter,
rather than only inside the main school
entryways; and

• signage differentiating private areas of
the campus from the semipublic areas.

$57,000 (Canadian) — the typical cost at
that time of a single classroom renova-
tion. Four and a one-half months were
spent completing the redesign. All work
done by the Peel Regional Police Depart-
ment  was completed within the limits of
existing budgets with no incentives or
overtime paid.

In the first four school years following
redesign and construction, illegal activ-
ity and access dropped an average of 87
percent, from a high of 62 police incidents
to levels  ranging between 7 and 9 inci-
dents. During the 1996-1997 school year,
there were only  three reported incidents,
a drop of 95 percent from the base year.

“Each year, we receive more and more
excellent submissions for the Goldstein
Awards,” states PERF executive director
Chuck Wexler, “which tells us that police
as proactive problem-solvers are effec-
tively making a difference in communi-
ties across the country. PERF believes
that this problem-solving approach is
essential to reducing crime and disorder
in our neighborhoods,  and that by rec-
ognizing a few outstanding officers each
year, we are spreading the word that such
an approach can be successfully applied
to many types of community problems.”

Contact PERF at 1120 Connecticut Av-
enue, NW, Suite 930, Washington, DC
20036, 202/466-7826.

Improvements in interior design and use
were critically needed to eliminate noise
and congestion due to loitering  and tres-
passing in halls. Signs were posted desig-
nating halls as “out of bounds” during
class hours. Entrances to the halls near the
gym were blocked off with glass doors and
walls. These signs and enclosures effec-
tively made persons  in those areas con-
spicuous as violators of school policy.

The evaluation
The CPTED redesign of the Turner-
Fenton campus cost approximately

McKAY
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Schools can benefit
from design guidelines

Each school’s implementation of crime prevention
through environmental design principles

should vary according to its needs.

The following article has been adapted,
with permission, from Safe Schools Design
Guidelines: Recommendations for a Safe &
Secure Environment in Florida’s Public
Schools. The Florida Center for Commu-
nity Design and Research at the University
of South Florida in Tampa, Florida, pre-
pared the guidelines for the Florida De-
partment of Education.

The following guidelines illustrate recom-
mendations that are founded on principles
and strategies of Crime Prevention Through
Environmental Design (CPTED). These prin-
ciples focus on safety and security issues
with respect to the prevention of criminal
activity on school campuses.

The design of a school’s physical envi-
ronment can affect the incident rate of crime
on its campus. A large percentage of crimi-
nal activity can be reduced based on actions
taken by individual school administrations.
These actions may include the development
and implementation of security programs
that integrate high-tech surveillance sys-
tems with the use of school resource offic-
ers, along with carrying out design prin-
ciples that affect almost every aspect of
building design and premises maintenance.

Implementation of principles should vary
Not all CPTED recommendations are, or
should be, executed the same. Research
shows that each school’s implementation of
CPTED principles varies according to its
needs. Schools may address a safety/ secu-

rity issue the same conceptually, but mani-
fest it differently. For instance, the state of
Connecticut Department of Education pro-
duced a Safe School Guide in 1980 that
advised avoiding planting trees and shrubs
along sidewalks because such growth can
provide places in which people can hide. In
Florida, however, trees provide welcome
shade, and if properly trimmed, visibility
around planted areas can be maintained.
This contrast in approaches underscores
the importance of assessing the safety and
security needs of a given school, then tailor-
ing design principles to satisfy those spe-
cific needs.

These guidelines are presented to ad-
dress issues in a general manner. The guide-
lines do not differentiate between new con-
struction and old construction, or between
high schools, junior high schools and el-
ementary schools. The principles on which
the guidelines are based can increase safety
and security at all levels, with specific ad-
justments made for individual school needs
and design.

Location
The location of a school and its relationship
to its immediate surroundings is critical in
evaluating safety and security concerns.
The differences in suburban, urban and
rural environments, both actual and per-
ceived, should be taken into account when
planning for a more secure and safe school
environment.

Schools within a suburban neighborhood

play a different role than the urban inner-city
school or the rural school. Suburban schools
are often embraced as an integral part of the
community, and because of their proximity
to residential areas, they are readily acces-
sible to their neighbors.

Security of schools located in urban sur-
roundings is often shaped by a perception
of more vulnerability to crime than are sub-
urban and rural schools. The organization
and design of urban schools may appear
insular in nature and may discourage con-
tact with the nearby population. Safety de-
sign criteria are greatly influenced by the
protective role of the urban school.

Rural schools tend to be located in areas
of dispersed population. Unlike schools
located in suburban and inner-city areas,
rural schools do not have the benefit of a
nearby residential population to provide
visual surveillance. The availability of lower-
cost land allows the typical rural school
campus to sprawl over a large area, a char-
acteristic that can make its perimeter difficult
to monitor and secure.

Perimeters
The perimeter, that is the part of the school
grounds that contacts the street and adja-
cent property, defines the initial impression
of a school. How a school’s site design
relates to its immediate surroundings is evi-
dent in the school’s treatment of its edges.
These edges communicate to the public
messages of accessibility or total privacy.

For example, a school located in an indus-
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trial area might define its boundary with
open fencing, such as wrought iron, but
soften this “hard” edge by integrating trees
and landscaping along it. Fencing modified
in this way would provide an aesthetically
pleasing screen to adjacent industries, yet
discourage unwanted visitors. Careful de-
sign and placement of fencing and land-
scaping can also preserve ample sight lines
to facilitate visual surveillance.

Astute planning and design of site edges
help define a school’s property lines with-
out the use of continuous fencing or signs.
Schools in rural districts with expansive
tracts of land need only to create a visual line
to define boundaries. For instance, rows of
trees with canopies maintained above an
eight-foot level in conjunction with low
hedges work well to create an edge while
allowing visual access.

Connection
In suburban and inner-city areas, careful
site design can strengthen the connection
between a school and its adjacent neighbor-
hood. This connection is dependent upon
school site location, orientation, and align-
ment on or to existing streets.

A school in an inner-city area should
screen nearby incompatible uses such as
warehouses, factories and railroad yards.
Urban neighborhoods tend to be located
close to the schoolyard, hence connections
to adjoining residential blocks should be
emphasized. In addition, a school can pro-
vide neighborhood access before and after
school hours to certain school facilities—
such as running tracks, courts, and play
areas — to provide increased passive sur-
veillance of the school’s property.

Planting a row of trees leading up to the
main entrance of a school is a traditional
connection pattern used by urban schools
in the early part of the 20th century, and this
technique can be adapted by today’s sub-
urban schools. Besides creating a clear view
corridor, such planting establishes a cer-
emonial sequence between the school and
the neighborhood. A coordinated street
treatment, incorporating continuous side-
walks, landscaping, and a trimmed tree
canopy, should continue up to and wrap
around the school property. Such a treat-

ment also helps differentiate the public path
from the street and private residential
property.

Landscaping
Careful consideration should be given when
planning landscape arrangements and plant
selections on school campuses.  Shade,
protection from the wind, and the potential
to serve as noise and visual buffers are just
a few of the benefits provided by effective
landscape design that can result in a safer,
less stressful school environment.

Schools located in areas prone to experi-
encing windstorms can use landscaping to
augment other safety measures. For example,
a large tree canopy has an enormous capac-
ity to absorb high-speed wind energy from
storms and hurricanes. A wind break pro-
tects not only people but also school struc-
tures. Care must be taken to use tree species
that resist winds and to avoid certain soft-
woods which can split and create additional
hazards in a storm.

Effective landscape design can create
buffers that help insulate outdoor play areas
from the noise, soot and visual pollution of
nearby busy streets. Absorption of high
decibel levels of noise before it reaches
school grounds facilitates teaching and
verbal communication on a day-to-day ba-
sis as well as during school crises.

Landscaping can also be used as a method
of access control. Like walls and fencing, a
tightly spaced row of trees supplemented
with low level plants can define an edge that
leads to an opening or entrance. Larger trees
such as oaks and sable palms lining side-
walks and driveways will deter motorists
from driving onto school property and dam-
aging lawns and recreation fields.

Exterior pedestrian routes
Exterior pedestrian routes should be well-
defined with landscaping that allows visual
access while providing shade. Walkpaths
should be smooth, well-marked, adequately
lighted and without sudden or dramatic
changes in slant or elevation. Paving mate-
rial should be nonskid and nonglare.

Staging areas for school buses should
include canopies, either constructed or of
trees, to provide sheltered areas in which

students can wait to board buses. Provision
of such sheltered stations can help reduce
conflicts caused by the psychological irrita-
tion of standing in hot sun or waiting for
buses in rain, snow or wind.

Covered walkways between buildings
could be bordered with low shrubs and
hedges planted at grade. Heights for border
plants should not exceed 18 inches. Taller
hedges should be maintained at a height
that provides a view enabling one to see
behind hedges, thus forestalling individu-
als from hiding behind them.

Landscaping planters can sometimes be-
come places on which people sit and be
containers for refuse, both of which damage
plants. Planters along exterior routes should
be designed to allow easy maintenance of
vegetation and to inhibit littering. When
properly designed, planters can integrate
seating, lighting and refuse collection.

In no case should pedestrian walkways
be encroached upon by vehicular traffic or
parking.

Vehicular routes and parking areas
Typical vehicular areas include the
school’s primary entry drive, parking lots,
bus loading zones, and student drop-off/
pickup areas. Vehicular routes and park-
ing lots must be designed to handle the
rush of people and vehicles at peak un-
loading and loading times before and af-
ter classes. At other times, these areas
may be empty and unsupervised.

In general, the safety and security of all
such areas benefit from the following design
considerations. First, vehicular areas should
not be isolated from the school building or
buildings. Instead they should be in close
proximity to windowed classrooms and ad-
ministrative offices to facilitate visual sur-
veillance from such lookout points. Second,
external access to parking areas should be
restricted to a limited number of controlled
entrances. Finally, parking and vehicular
routes should be illuminated adequately
with vandal-proof light sources.

The entry drive should provide ample
space for entrance and exit lanes, and if
possible, should be separated by a land-
scaped median. Wide sidewalks located on
either side of the drive should separate

FLORIDA CENTER FOR COMMUNITY DESIGN AND RESEARCH
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buildings. When courts are too close to
buildings, errant balls can mar walls and
shatter windows. In situations were courts
must be placed close to buildings, window
openings should be protected with mesh
covers that permit light and ventilation as
well as emergency entrance and exit.

Nighttime visual access to recreational
areas requires not only adequate illumina-
tion, but also attention to the design of the
edge conditions as well. Where play areas
are adjacent to neighborhoods, street edge
plantings should have sufficient openings
to allow visual sight lines to fields beyond.
Such planning allows the local community
and passing patrol cars to monitor before-
and after-school recreational use of
schoolgrounds

If administrative policy permits public
access to outdoor recreation areas at night,
these areas should be provided with appro-
priate and sufficient lighting.

Signage
Good school signage fulfills the following
functions:
• provides school policy information (i.e.,

zero tolerance notification for such things
as weapons, drugs);

• gives clear directions to students, staff,
visitors and emergency personnel (re-
garding location of offices; emergency,
guest and student/staff parking; sports
facilities; passenger drop-off areas; bus-
boarding areas); and

• signals presence of hazards or restricted
access (i.e., dumpster areas, loading zones,
boiler rooms, no trespassing, including
citation of appropriate municipal codes).

It is important that outdoor signs not
provide places for persons to hide behind.
Signs must be well-lit in front with care taken
to eliminate unnecessary side shadows. The
ground behind the sign can be mounded up
to prevent people from loitering or lurking
behind it. An alternative is to raise a sign
high enough off the ground that a person’s
feet would be visible if s/he were standing
behind it. A solution for pre-existing signs
is to plant low, thick hedges around the

student pedestrian traffic from vehicular
traffic. A landscaped safety buffer of trees
and street lamps between the sidewalk and
entry lane will provide a physical barrier
from errant cars. In this way safety and clear
lines of sight can be provided in an aestheti-
cally pleasing manner.

In small schools, this entry drive will
connect with the main entry of the school.
This entry area and drive should be visible
from the administration office. Because this
office is always occupied during school
hours, a constant watch can be kept on the
primary door to the school.

The main drop-off area should be where
visitors enter the school and parents pick up
their children. Furthermore, it is also impor-
tant to provide a parking zone or lane for
emergency vehicles, especially if the infir-
mary is located near the administration area.

In some schools, especially larger high
schools, the main entry drive may not be
able to accommodate the large number of
buses arriving at peak loading/unloading
times. In this case it is better to segregate the
bus loading area from other pedestrian and
vehicular traffic. However, the waiting area
should still be visible from the administra-
tion area, and the pedestrian path from the
bus area into the school should pass through
the main entrance.

Parking lots should be located within
viewing distance of classroom and adminis-
tration areas. Classrooms should be pro-
vided with sufficient windows to allow views
of the parking lot, since each classroom
represents between 20 to 30 sets of eyes as
potential surveillance adjuncts. Anyone in-
tent on stealing or vandalizing a car in the lot
must worry that s/he may be observed.
Special provision may have to be made for
overflow lots for special and sports events.

Issues of security and safety also affect
the design and configuration of parking
lots. Avoid the use of loose gravel or crushed
rock for surfacing; spinning tires can toss
projectiles, potentially damaging vehicles
and injuring pedestrians.

To maintain control over vehicles enter-
ing and leaving, one parking lot entry is
ideal, especially for after-school events that
may restrict parking to certain people. If two
entries are needed, they should be spaced

closely enough so that one person can
monitor both. Otherwise, two or more people
may be needed.

The layout of lots, particularly those used
by high school students, should not feature
long straight layouts that allow cars to speed
through the lot, potentially endangering
pedestrians and vehicles. Traffic calming
devices such as speed bumps will greatly
reduce the occurrence of high-speed activ-
ity. A traffic signal located at a lot’s entry
into an intersection can control the traffic
flow onto main thoroughfares.

Landscaping, providing it does not ob-
struct lines of sight, is also a useful psycho-
logical influence in slowing drivers’ speeds.

Recreational areas
Supervision of recreational areas can be
provided in new construction by organizing
play areas along an axis that facilitates imme-
diate visual surveillance of the entire area.
School buildings placed on a higher eleva-
tion than the recreation area provide good
opportunities for observation outlooks.
Ramping down to the play area allows the
physical education director to command a
broad visual sweep of all activities from the
higher ground.

On flat sites, clear vantage points should
be identified and provided to allow  reason-
able unobstructed visual surveillance.

Multiple enclosures around individual
tennis and basketball courts can provide
increased control and frustrate would-be
thieves. Such additional envelopes of fenc-
ing increase the difficulty of invading an
area and removing school property. Issues
of safety, security and aesthetics should be
considered when selecting materials used
for interior and exterior fencing. For example,
wrought iron fencing demarcating the
school’s perimeter can be aesthetically pleas-
ing, provide visual access and can also
inhibit trespassing. Materials such as chain-
link and open brick- or latticework can be
used as interior fencing screens. However,
care should be taken not to provide climbing
access to roofs or to structures enclosed for
security reasons.

Inadvertent vandalism and damage to
buildings and property can be reduced by
locating hard court play areas away from (Continued on page 24)
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NSSC PublicationsNSSC PublicationsNSSC PublicationsNSSC PublicationsNSSC Publications

The National School Safety Center (NSSC) serves as a national clearinghouse for
school safety programs and activities related to campus security, school law,
community relations, student discipline and attendance, and the prevention of
drug abuse, gangs, weapons and bullying in schools.

NSSC’s primary objective is to focus national attention on the importance of
providing safe and effective schools. The following publications have been
produced to promote this effort.

School Safety News ServiceSchool Safety News ServiceSchool Safety News ServiceSchool Safety News ServiceSchool Safety News Service  includes three editions of School Safety, newsjour-
nal of the National School Safety Center, and six issues of School Safety Update.
These publications feature the insight of prominent professionals on issues
related to school safety, including student discipline, security, attendance, drop-
outs, youth suicide, character education and substance abuse. NSSC’s News
Service reports on effective school safety programs, updates legal and legislative
issues, and reviews new literature on school safety issues. Contributors include
accomplished local practitioners and nationally recognized experts and officials.
($79.00 annual subscription, $99.00 outside of the United States)

Developing Personal and Social Responsibility Developing Personal and Social Responsibility Developing Personal and Social Responsibility Developing Personal and Social Responsibility Developing Personal and Social Responsibility (1992) is designed to
serve as a framework on which to build successful school/community programs
aimed at training young people to be responsible citizens. 130 pages. ($10.00)

Child Safety Curriculum StandardsChild Safety Curriculum StandardsChild Safety Curriculum StandardsChild Safety Curriculum StandardsChild Safety Curriculum Standards  (1991) helps prevent child victimization
by assisting youth-serving professionals in teaching children how to protect
themselves. Sample strategies that can be integrated into existing curricula or
used as a starting point for developing a more extensive curriculum are given for
both elementary and secondary schools. The age-appropriate standards deal with
the topics of substance abuse, teen parenting, suicide, gangs, weapons, bullying,
runaways, rape, sexually transmitted diseases, child abuse, parental abductions,
stranger abductions and latchkey children. Each of the 13 chapters includes
summaries, standards, strategies and additional resources for each grade level.
353 pages. ($75.00)

Set Straight on BulliesSet Straight on BulliesSet Straight on BulliesSet Straight on BulliesSet Straight on Bullies  (1989) examines the myths and realities about school-
yard bullying. Changing attitudes about the seriousness of the problem are
stressed. It studies the characteristics of bullies and bullying victims, and, most
importantly, it provides strategies for educators, parents and students to better
prevent and respond to schoolyard bullying. Sample student and adult surveys are
included. 89 pages. ($15.00)

Gangs In Schools: Breaking Up Is Hard to DoGangs In Schools: Breaking Up Is Hard to DoGangs In Schools: Breaking Up Is Hard to DoGangs In Schools: Breaking Up Is Hard to DoGangs In Schools: Breaking Up Is Hard to Do
(1992) offers an introduction to understanding
youth gangs, providing the latest information on
the various types of gangs — including ethnic
gangs, stoner groups and satanic cults — as well
as giving practical advice on preventing or reduc-
ing gang encroachment in schools. Already in its
seventh printing, the book contains valuable sug-
gestions from law enforcers, school principals,
prosecutors and other experts on gangs. The
concluding chapter describes more than 20
school- and community-based programs through-
out the country that have been successful in
combating gangs. 48 pages. ($8.00)

School Safety Check BookSchool Safety Check BookSchool Safety Check BookSchool Safety Check BookSchool Safety Check Book  (1990) is
NSSC’s most comprehensive text on crime
and violence prevention in schools. The
volume is divided into sections on school
climate and discipline, school attendance,
personal safety and school security. Geared
for the hands-on practitioner, each section
includes a review of the problems and pre-
vention strategies. Useful charts, surveys
and tables, as well as write-ups on a wide
variety of model programs, are included.
Each chapter also has a comprehensive
bibliography of additional resources. 219
pages. ($20.00)

School Crime and Violence: Victims’ RightsSchool Crime and Violence: Victims’ RightsSchool Crime and Violence: Victims’ RightsSchool Crime and Violence: Victims’ RightsSchool Crime and Violence: Victims’ Rights  (1992) is a current and comprehen-
sive text on school safety law. The recently revised book offers a historical
overview of victims’ rights, describes how such rights have been dealt with in our
laws and courts, and explains the resulting effects on America’s schools. The
authors cite legal case histories and cover current school liability laws. The book
explains tort liability, sovereign immunity, duty-at-large rule, intervening cause
doctrine and foreseeable criminal activity, as well as addresses the significance of
these legal aspects to schools. The concluding chapter includes a “Checklist for
Providing Safe Schools.” 127 pages. ($15.00)

Educated Public Relations: School Safety 101 Educated Public Relations: School Safety 101 Educated Public Relations: School Safety 101 Educated Public Relations: School Safety 101 Educated Public Relations: School Safety 101 (1993) offers a quick course in
public relations for school district public relations directors, administrators and
others working to achieve safe, effective schools. This newly revised book explains
the theory of public relations and successful methods for integrating people and
ideas. It discusses how public relations programs can promote safe schools and
quality education and gives 101 specific ideas and strategies to achieve this goal.
72 pages. ($10.00)

School Discipline NotebookSchool Discipline NotebookSchool Discipline NotebookSchool Discipline NotebookSchool Discipline Notebook  (1992) will help educators establish fair and effec-
tive discipline policies. The book reviews student responsibilities and rights,
including the right to safe schools. Legal policies that regulate discipline methods
used in schools are also explained. 53 pages. ($8.00)

Points of view or opinions are those of the authors and do not necessarily represent the official
position or policies of the U.S. Department of Justice, U.S. Department of Education or
Pepperdine University. Prices subject to change without prior notification.

Student Searches and the LawStudent Searches and the LawStudent Searches and the LawStudent Searches and the LawStudent Searches and the Law  (1994) takes a close look at the legality of
conducting searches on the school campus. The book examines recent court cases
concerning student searches, including locker searches, strip searches, searches
by probation officers, and searches using metal detectors or drug-sniffing dogs. 80
pages. ($12.00)

School Safety Work BookSchool Safety Work BookSchool Safety Work BookSchool Safety Work BookSchool Safety Work Book  (1994) highlights prevention/intervention models that
show promise in stemming the rising tide of school crime and violence. The loose-
leaf notebook showcases more than 100 school- and community-based programs.
Contact information provides a resource for those who may seek to replicate these
successful programs. Contents target conflict resolution, gang prevention, social
responsibility, substance abuse prevention, truancy reduction, violence prevention
and weapons prevention. 125 pages. ($20.00)
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Resource PapersResource PapersResource PapersResource PapersResource Papers

The National School Safety Center (NSSC) has produced a series of special
reports on a variety of topics related to school safety. Each NSSC resource paper
provides a concise but comprehensive overview of the problem, covers a number
of prevention and intervention strategies, and includes a list of organizations,
related publications, and article reprints on the topic.

Safe Schools OverviewSafe Schools OverviewSafe Schools OverviewSafe Schools OverviewSafe Schools Overview  offers a review of the contemporary safety issues facing
today’s schools, such as crime and violence, discipline, bullying, drug/alcohol
trafficking and abuse, gangs, high dropout rates, and school safety partnerships.

Corporal Punishment in SchoolsCorporal Punishment in SchoolsCorporal Punishment in SchoolsCorporal Punishment in SchoolsCorporal Punishment in Schools  outlines the arguments for and against corporal
punishment. It also discusses the alternatives to corporal punishment that have
been developed by schools and psychologists.

Drug Traffic and Abuse in Schools,Drug Traffic and Abuse in Schools,Drug Traffic and Abuse in Schools,Drug Traffic and Abuse in Schools,Drug Traffic and Abuse in Schools,  after summarizing students’ attitudes and
beliefs about drugs, covers drug laws and school rules; the legal aspects of student
searches and drug testing; and the connection between drug use and truancy,
crime and violence.

Weapons in SchoolsWeapons in SchoolsWeapons in SchoolsWeapons in SchoolsWeapons in Schools  outlines a number of ways to detect weapons on campus,
including using searches and metal detectors, establishing a security force, and
eliminating book bags or lockers where weapons can be hidden.

Role Models, Sports and YouthRole Models, Sports and YouthRole Models, Sports and YouthRole Models, Sports and YouthRole Models, Sports and Youth  covers a number of programs that link youth and
sports: NSSC’s urban school safety campaign that uses professional athletes as
spokesmen; several organizations founded by professional athletes to help youth
combat drugs; and a number of programs established to get young people involved
in school or neighborhood teams.

School Bullying and VictimizationSchool Bullying and VictimizationSchool Bullying and VictimizationSchool Bullying and VictimizationSchool Bullying and Victimization  defines bullying, offers an overview of psycho-
logical theories about how bullies develop, and covers intervention programs that
have been successful.

School Crisis Prevention and ResponseSchool Crisis Prevention and ResponseSchool Crisis Prevention and ResponseSchool Crisis Prevention and ResponseSchool Crisis Prevention and Response  identifies principles and practices that
promote safer campuses. It presents reviews of serious schools crises —fatal
shootings, a terrorist bombing, armed intruders and cluster suicide. Interviews with
the principals in charge are also included.

Student and Staff Victimization,Student and Staff Victimization,Student and Staff Victimization,Student and Staff Victimization,Student and Staff Victimization,  first outlines schools’ responsibility to provide a
safe educational environment, then covers strategies for dealing with victimization.

Increasing Student Attendance,Increasing Student Attendance,Increasing Student Attendance,Increasing Student Attendance,Increasing Student Attendance,  after outlining the problem and providing sup-
porting statistics, details strategies to increase attendance by preventing, interven-
ing with and responding to students who become truants or dropouts.

Mail order to: NSSC, 4165 Thousand Oaks Blvd., Suite 290, Westlake Village, CA 91362Mail order to: NSSC, 4165 Thousand Oaks Blvd., Suite 290, Westlake Village, CA 91362Mail order to: NSSC, 4165 Thousand Oaks Blvd., Suite 290, Westlake Village, CA 91362Mail order to: NSSC, 4165 Thousand Oaks Blvd., Suite 290, Westlake Village, CA 91362Mail order to: NSSC, 4165 Thousand Oaks Blvd., Suite 290, Westlake Village, CA 91362

Display PostersDisplay PostersDisplay PostersDisplay PostersDisplay Posters

“Join a team, not a gang!”“Join a team, not a gang!”“Join a team, not a gang!”“Join a team, not a gang!”“Join a team, not a gang!”  (1989) — Kevin Mitchell, home run leader with the San
Francisco Giants.

“The Fridge says ‘Bullying is uncool!’”“The Fridge says ‘Bullying is uncool!’”“The Fridge says ‘Bullying is uncool!’”“The Fridge says ‘Bullying is uncool!’”“The Fridge says ‘Bullying is uncool!’”  (1988) — William “The Fridge”
Perry, defensive lineman for the Chicago Bears.

“Facades...”“Facades...”“Facades...”“Facades...”“Facades...”  (1987) — A set of two, 22-by-17-inch full-color posters produced and
distributed to complement a series of drug-free schools TV public service an-
nouncements sponsored by NSSC.

All resources prepared under Grant No. 85-MU-CX-0003 from the Office of Juvenile Justice and Delinquency Prevention, Office of Justice Programs, U.S. Department of Justice. Points of view
or opinions in these documents are those of the authors and do not necessarily represent the official position or policies of the U.S. Department of Justice, U.S. Department of Education or
Pepperdine University. Prices subject to change without prior notification.Prices subject to change without prior notification.Prices subject to change without prior notification.Prices subject to change without prior notification.Prices subject to change without prior notification.  Charges cover postage and handling. All orders must be prepaid.All orders must be prepaid.All orders must be prepaid.All orders must be prepaid.All orders must be prepaid.

NSSC Order FormNSSC Order FormNSSC Order FormNSSC Order FormNSSC Order Form
PublicationsPublicationsPublicationsPublicationsPublications
School Safety News Service ($79 annually)
 (Outside the United States) ($99 annually)
Child Safety Curriculum Standards ($75)
Developing Personal & Social Responsibility ($10)
Educated Public Relations ($10)
Gangs in Schools ($8)
School Crime and Violence: Victims’ Rights ($15)
School Discipline Notebook ($8)
School Safety Check Book ($20)

Display PostersDisplay PostersDisplay PostersDisplay PostersDisplay Posters
“Join a team, not a gang!”
Kevin Mitchell ($3)
“The Fridge says ‘bullying is uncool!’”
William “The Fridge” Perry ($3)
“Facades...” (Set of 2) ($3)

Resource PapersResource PapersResource PapersResource PapersResource Papers
Safe Schools Overview ($5)
Corporal Punishment in Schools ($5)
Drug Traffic and Abuse in Schools ($5)
Increasing Student Attendance ($5)
Role Models, Sports and Youth ($5)
School Bullying and Victimization ($5)
School Crisis Prevention and Response ($5)
Student and Staff Victimization ($5)
Weapons in Schools ($5)

Set Straight on Bullies ($15)
Student Searches and the Law ($12)
School Safety Work Book ($20)
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“How did this accident happen?” “How
could the school have prevented it?” Once
an incident occurs, it is too late to ask these
questions.

Our nation’s schools pay millions of dol-
lars annually in damages to schoolchildren
injured in class, sexually assaulted by
teachers, and harassed by fellow students.
In 1997 alone, boards of education in New
Jersey faced 381 suits — more than one
case a day — representing a potential li-
ability of over $500 million. This total does
not include cases filed in administrative
court, which typically hears special educa-
tion issues. Since most cases settle pri-
vately, the general public and even some
education insiders are not aware of the
scope of such liability.

The following four instances chronicle
occurrences that could have been avoided
had the schools involved developed a risk
analysis plan identifying potential safety
hazards, emphasizing accountability and
establishing procedures for creating and
maintaining a hazard-free school.

A $1.7 million verdict
In a private school, a third-grade teacher

BY EDWARD F. DRAGAN

Regular assessment of school
procedures can reduce risks

Unnecessary risks in schools must be corrected, most importantly
to protect the safety of students, faculty and support staffs, but also

to eliminate costly litigation and settlements.

Former educator Edward F. Dragan,
Ed.D., is a trained certified management
consultant and a certified public man-
ager. He is principal consultant of Edu-
cation Management Associates, P.O. Box
555, Lambertville, NJ 08530, 609/397-
8989.(http//www.edmgt.com)

autism who was seriously injured when a
50-pound television fell and struck him on
the head. When evidence of inadequate
teacher supervision pointed to the school’s
liability, the case settled out of court.

In this case, three adults — one certified
teacher and two teacher aides — were su-
pervising a class of five students. An au-
diovisual cart with a television on top was
in the classroom on a regular basis although
it was only used one time a week for about
30 minutes to show students a video. The
cart had been kept in a hall closet for years,
but when the librarian purchased additional
equipment, she suggested to the classroom
teacher that she keep this cart in her class-
room instead of having to move it back and
forth to the library closet for storage.

The student who was seriously injured
had a severe receptive language disorder.
Consequently the child’s education plan
specified that the teacher communicate in-
structions very directly to the student to
ensure that the child understood what the
teacher had said before continuing to give
further instructions. In addition, the edu-
cation plan indicated that the child was im-
pulsive and needed close supervision. In
spite of this knowledge, the teacher left
the student virtually unattended in a sec-
tion of the classroom while the teacher was
busy helping another student. As she
worked with that student, the teacher an-
nounced to the class that it was video time.
Having not clearly received instructions
and lacking close supervision, the first child

told two students to return a television cart
with a television on its top shelf to the li-
brary down the hall. One student stepped
onto the bottom shelf, and the other stu-
dent lost his grip on the cart. The cart fell,
causing the television to strike the first stu-
dent, whose injury resulted in a coma last-
ing almost two weeks and finally, in perma-
nent brain damage. The jury in federal
district court determined that the school
was at least partly responsible for the acci-
dent due to the students’ lack of adequate
supervision.

This unfortunate situation could have
been prevented if teachers and administra-
tors had assessed the risks of allowing
young children to move such equipment.
The U.S. Consumer Product Safety Com-
mission had issued a warning about the
tip-over hazard of such carts in February
1987 and again in April 1988. School per-
sonnel claimed that they had never seen
either alert. Regardless of whether or not
they had seen the alert, any reasonable
teacher or administrator should have
known that it is dangerous to send two
unaccompanied eight-year-old students
into the hallway manning an audiovisual
cart top-heavy with a television set and
that such an instance exposes the children
to potentially serious injury. As the case
turned out, the jury agreed.

An $850,000 settlement
In a similar case, a board of education paid
$850,000 to a five-year-old student with
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impulsively jumped up, ran to the audio-
visual cart, and endeavored to pull it to the
center of the room. The cart’s wheels caught
on a dividing strip between a carpet and
the linoleum floor, causing the cart to tip
over and fall on the child’s head. In this, as
in most cases, the school’s insurance com-
pany paid the judgment and settlement.

A $300,000 sports injury settlement
The coach of the girls’ track team and a
student who threw his javelin one more time
after the coach announced that practice
was over both shared payment of the cost
of a settlement of $300,000 paid to a stu-
dent who received permanent nerve dam-
age and facial paralysis when the javelin
struck her in the face.

Teachers and coaches are responsible
for students while they are using poten-
tially dangerous equipment. Teachers must
work with administrators to develop and
implement procedures that ensure to the
greatest extent possible that use of poten-
tially dangerous equipment is restricted
and that students are supervised at all times
and never placed in control of timing and
conditions under which such equipment is
used. In this case, the coach had not es-
tablished a clearly defined safety policy
regarding use of equipment. Even with
such a policy in place, in this situation, the
coach should have first taken care to get
the attention of all athletes on the field. He
should then have directed the athletes to
stop all practice and use of equipment while
he supervised collection and storage of
sports implements. Only then should he
have declared practice at an end. Because
such a procedural sequence was not fol-
lowed, the student who had a javelin in his
hands when the coach announced that prac-
tice was over took one more throw, striking
a student who was retrieving her javelin
from a previous throw.

Inappropriate school policy
A 15-year-old student with a learning dis-
ability, while chasing another student in a
classroom, put her hand through a plate
glass window in a door and seriously in-
jured her arm. At the time of the incident,
the teacher in charge of the classroom was

not adequately supervising the students.
Furthermore, the school district had not
provided a substitute teacher aide in the
class as required by state regulation. The
school was clearly at fault for not provid-
ing a classroom aide according to state
regulations when the aide assigned to the
special education class called in sick that
morning. State regulations required such
an aide be assigned to special education
classes due to the nature of the class and
to the number of students assigned to it.
The job description of the required aide
specified that among other functions, the
aide was to assist in maintaining order in
the classroom, guarding against the type
of behavior that ultimately caused the
student’s injury. This case clearly revealed
substandard care in the classroom.

Reducing risks
Unnecessary risks in schools must be cor-
rected, most importantly to protect the
safety of students, faculty and support
staffs, but also to eliminate costly litiga-
tion and settlements. Although insurance
companies usually pay these settlements,
schools and taxpayers will ultimately have
the burden of higher taxes and insurance
premiums, possible loss of insurance cov-
erage and payment of expensive legal fees.
In addition, substitute teachers must be
hired when school personnel testify in
court, a procedure that often is very stress-
ful. Thus along with loss of money that
could be well-spent elsewhere, classroom
productivity is also lost.

Most cases of safety violations could
be prevented through practice of proac-
tive risk management. Teachers and admin-
istrators must learn to scrutinize their pro-
cedures, equipment use and personnel
practices for ways to ensure the safety of
students, faculty and support staff.

Safety tips for risk management
Schools should consider following risk
management guidelines to improve overall
safety in schools and to eliminate high
costs of accident-related litigation:
• Inspect the school buildings and pre-

mises for evidence of hazards with po-
tential for injury or harm to students, fac-

ulty and support staff.
• Establish an inspections log in which ob-

servations of potential hazards are re-
corded along with actions taken to elimi-
nate the hazards and unsafe procedures.

• Assess potential for risk related to use of
the following equipment: playground or
gym, sports equipment, audiovisual and
library carts, televisions, tape recorders,
cassette players, microphones, lecterns,
theatrical production sets and flats, sci-
ence laboratory paraphernalia, and eat-
ing area tables, benches umbrellas.

• Establish a safety handbook detailing
procedures for supervising students in
the classroom, on playing fields, at spe-
cial school events, in eating areas, on
school buses/in school vehicles, and in
hallways/on stairs/in elevators.

• Conduct in-service training and review
of first-aid practices, crisis response
strategies, school emergency evacuation
drills, communications alternatives dur-
ing emergencies and procedures for re-
porting suspected child abuse and sexual
harassment.

• Establish a responsibility flow chart or
“tree” assigning faculty and support
staff responsibility for overseeing spe-
cific areas of the school and reviewing
those areas on a regular basis for poten-
tial vulnerability, safety hazards and un-
safe practices.

• Establish a prioritized action plan for
making corrections based on reported
safety hazards and unsafe practices.

• Develop a risk analysis plan to identify
problem areas with potential for render-
ing the school vulnerable to lawsuits.

• Review any past lawsuits to determine
the proximate cause of the lawsuits and
develop safeguards that will ensure no
repetition of causal incidents.

• Model and emphasize personal account-
ability and commitment to creating safe
school procedures.

Administrators who follow steps such
as those above demonstrate proactive com-
mitment to safeguarding the welfare of stu-
dents, faculty and support staffs that will
produce safe school campuses and climates
and reduce potential school liabilities.
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Task force, security survey
improve school safety

A security survey that has been developed and conducted and its recommendations
implemented provides good-faith evidence that promoting and preserving

safe learning environments are central to the school’s mission.

BY GEORGE E. RICHARDS

George E. Richards, a crime prevention
specialist, is a doctoral candidate at the
University of Tennessee, Knoxville. He can
be reached at 423/693-8112.

Preventing violence and crime in schools is by
necessity a proactive endeavor. One of the
first steps a prudent school administrator can
take is to develop a school security survey. A
security survey that has been developed
conducted and its recommendations imple-
mented provides good-faith evidence that
both promoting and preserving a safe learn-
ing environment are central to a school’s
mission.

Foresighted risk management
Security surveys make good sense in terms
of foresighted risk management. An impor-
tant aspect of effective school administra-
tion is assessment and evaluation. A well-
designed and -administered security survey
can spotlight areas of needed school repairs
as well as pinpoint flaws in school security,
both of which could result in injury or the
proliferation of delinquent or criminal acts
on campus.

The absence of a survey is as likely to be
used in a lawsuit against a defending school
or district as a survey report filled with
unadopted recommendations. A school or
district that sets forth its security guidelines
and standards, makes reasonable recom-
mendations within acceptable budget pa-
rameters and implements those recommen-
dations in a timely manner offers strong

evidence supporting a duty taken seriously
to protect the integrity of the school and the
safety of its population.

Defining crime prevention
The National Crime Prevention Institute of-
fers a good working definition of crime pre-
vention: the anticipation, recognition and
appraisal of a crime risk and the initiation of
some action to remove or reduce it. That is also
an accurate description of a security survey.

Crime prevention can be any technique,
strategy or program that improves a
community’s quality of life. Educators regu-
larly participate in crime prevention. Teach-
ers educate their students so that they may
have a better chance in life and can contrib-
ute positively to society. Every student that
a teacher inspires to better himself and to
give something back to the community in
which he lives reduces the chance that a
youth will turn to crime in order to achieve
short-term goals. Every time a custodian
picks up a piece of trash or erases graffiti
from a wall, s/he is sending a message that
people in the school care about the appear-
ance of the facility and that particular behav-
iors will not be tolerated. Security programs
and procedures are merely different means
of reducing crime risks.

Creating a crime prevention program
Often educators are apprehensive about ini-
tiating a crime prevention/security program.
They maintain that criminal acts that occur on
school grounds are the responsibility of the

local police, so interdiction and apprehension
should be left to them.

It is true that if a crime does occur on
school property, the administrator’s respon-
sibility is to report the incident to the proper
authorities. However, administrators and
teachers are far more familiar with the school’s
physical plant and property, its student and
staff population and the array of parents and
regular visitors to campus than are the police.
Therefore educators are in the best position
to prevent many criminal acts from occurring.

 What is the first step in creating a secu-
rity/crime prevention program? First, an edu-
cator must realize that s/he cannot do it
alone. The educator needs the advice and
support of a variety of others.

The crime prevention task force. Creat-
ing a crime prevention task force is the
initial, proactive step to a process that
includes  overseeing the development of
a survey instrument, assessing levels of
campus crime and/or delinquency, ana-
lyzing the results of the survey findings,
making recommendations based on those
findings, and implementing the com-
mittee’s recommendations.

When approaching people to serve on a
security/crime prevention committee, care
should be taken to include persons who bring
some sort of expertise to the planning table. A
model crime prevention committee might in-
clude students, parents, teachers, mainte-
nance staff personnel, police, local fire/rescue
representatives, social services personnel and
media representatives.
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Each of the foregoing people has specific
knowledge of the challenges facing the
school and the school district. For example,
students can report  instances of drug abuse
and bullying that might have gone unno-
ticed by teachers. Parents can contribute to
developing a survey instrument by incorpo-
rating items that reflect their concerns and
fears for their children.

While often overlooked in addressing
security and crime prevention, custodians
and other such maintenance personnel can
also be valuable members of the committee.
They are familiar with the physical condi-
tions of their assigned areas, and often as they
move unnoticed among the students, they
develop an overall systemic awareness of the
facility that might otherwise be lacking among
task force members.

Local law enforcement representatives
know local, state and federal statutes that
can help guide the task force in determin-
ing a criminal versus a delinquent act and
in devising appropriate response to both.
Representatives from the local fire de-
partment and rescue squad can offer valu-
able advice on emergency planning and
management and meeting local safety and
fire code requirements.

Social services representatives can help
identify what societal pressures local fami-
lies are facing (such as domestic violence,
child abuse, alcoholism and teen pregnancy)
and how these factors influence student
behavior. News media representatives can
update committee members on community
occurrences related to their task and publi-
cize the task force’s work.

The crime prevention security survey.
Once the task force is formed, the next step
is to develop a crime prevention security
survey. There are two types of security
surveys: narrative and checklist. A security
professional skilled in assessing security
systems and proposing technical solutions
to problems usually conducts a narrative
survey. A narrative survey also typically
includes a history of the school, the demo-
graphics of the community surrounding it
and support services available in the com-
munity, such as local law enforcement, fire
department and social services.

A checklist survey usually focuses on

security systems and crime prevention pro-
gramming. It is ideal for the security layperson
who may have little experience with physical
and procedural security applications.

This survey often consists of a list of
multiple-choice and short-answer  items that
pinpoint site-specific concerns, generally
requiring “yes,” “no” or “not applicable”
responses. Usually, the person responsible
for  administering the survey will  inspect the
facility and record responses during a site
tour. This survey instrument also has a sec-
tion for open-ended responses that allow the
recorder to elaborate if the questions do not
sufficiently address a security concern.

Overall, the survey should address issues
of organization, procedural security and
physical security and provide subsections
under each category for additional comments.

Organization: This section of the survey
reveals ways in which school administrators
approach issues of security and crime preven-
tion. Areas addressed include the relation-
ship of the school administration to local law
enforcement, emergency/crisis management,
and student and parent awareness of rules
and disciplinary procedures.

Procedural security: This section of the
survey specifies duties of those who are
responsible for facility security and crime
prevention on the school campus and pre-
mises. It also address individual and group
behavior related to the prevention of crimi-
nal and delinquent acts.

Physical security: This section of the
survey should include considerations of
exterior security, fire and intruder alarms,
and interior security.
• Exterior security: Lighting, landscaping,

fencing and traffic control are among the
principal concerns under this heading.

• Alarms: School administrators and staff
must understand security alarms’ opera-
tions and limitations. The entire school
population must be familiar with proce-
dures related to the sounding of fire, in-
truder and other alarm signals.

• Interior security: Questions in this sec-
tion of the security survey should assess
security on entering and leaving school
buildings as well as maintenance and
other procedures designed to protect
people and property.

Constructing the survey
When constructing the security survey,
one should work from the perimeter towards
the center of the school. This zone approach
will assist administrators and task force
members in determining what patterns of
delinquent and criminal behavior, if any, are
evident. Such an approach can also help in
organizing an investigation of such acts.

A security survey can take many forms,
but it should reflect the school or district it
purports to investigate. It should be tai-
lored specifically to the needs of the school
or district. Although the following sample
questions are provided to exemplify types
of possible survey questions, one should
heed the caution to favor tailoring over
cloning surveys.

Organization refers to the policies and
procedures that have an influence on the
reduction of school crime and delinquency.
Questions to be asked under this category
might include:
• Are students and parents aware of school

rules and disciplinary procedures?
• Does the school have an emergency re-

sponse system?
• Is there a key control system in place?
• Are background checks required of all

persons (including volunteers) who work
in the school?

Regarding the perimeter security, sample
questions that could be included are:
• Are signs clearly posted stating school

rules, areas of access for visitors, and liabili-
ties of and prohibitions against trespass?

• Is lighting sufficient in the parking lots?
• Is the landscaping sufficiently trimmed to

prevent someone from using it for con-
cealment or roof access?

• Do police patrol the grounds of the school
at night, once an hour, often, seldom or
never?

• Are patrols randomly timed? (Specify.)
• Are windows treated with shatterproof or

heat-resistant materials?

Sample questions to be asked concerning
internal security could include:
• Is there a communication system in place

for teachers to alert the central office if an
incident occurs?
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sign’s base to deter persons from standing
close to the sign.

Characteristics of good signage are:
• professionally painted;
• bright nighttime illumination;
• large, clear lettering;
• bold graphics;
• simple, concise directions;
• free of graffiti.

Professionally rendered signs communi-
cate purposefulness. For example, “No Park-
ing” signs hastily spray-painted on trash
dumpsters may encourage vandals to add
their spray-on “tags” or other graffiti to
school property. Signs bearing concise di-
rections, clearly printed and illumined, can
assist lost persons and cut down on strag-
gling. Finally, signs maintained free of graf-
fiti send a message that school business is
carried out on the premises.

Storm water
Storm-water retention areas, necessary in
some places to control flooding and to filter
pollution from rainwater runoff, can be simple
grassy pits or fully landscaped ponds. Such
sites present a number of problems. Water
retention areas must be safely enclosed to
prevent accidental drowning. The common
pit surrounded by chain-link fencing can be
climbed. Because it is empty during the dry
season, the pit can provide a place to hide at
night in its low spots. People may also
discover ways to circumvent the fence to
ride bicycles and motorbikes up and down
the pit’s slopes.

Maintaining such pits can be hazard-
ous to groundskeepers mowing its steep
slopes. Often located near the edge of the
school grounds, these pits attract illegal
dumping, and their depressions collect
trash. Retention pits are also not as effec-
tive in filtering pollution as are ponds.
Finally, the unattractive appearance cre-
ates a hostile barrier between the school
and the nearby community.

The retention pond, while requiring more
room, has many advantages. Designed to
hold water even during the dry season,

Schools can benefit from design guide-
lines (Continued from  page 17)

• Has staff been trained in de-escalation
techniques for crisis control? (Specify for
specific crises, such as intruders, bomb
threats and specific natural disasters.)

• Is the facility equipped with an alarm
system?

Questions that assess degrees of en-
trance/exit control are:
• Are signs posted that direct all visitors to

the front office upon arriving at the school?
• Are students required to carry identifica-

tion issued by the school?
• Are hall doors often propped open before

homeroom and in between class periods?
• Are staff trained in techniques of  ways to

challenge strangers?

While violence is most often feared in
schools, theft and other forms of property
crimes also take a significant toll on the
meager budgets of school systems. Ques-
tions of internal security that might be asked
concerning theft and shrinkage (theft com-
mitted by an employee) are:
• How often is an inventory conducted of

school property?
• Is the library equipped with a book alarm

device at the entrance to the library?
• Is audiovisual equipment stored at the

end of each school day in a secure room?

The goal of a thorough survey
A narrative survey of each school should
remain a school system goal. It is important
to determine and specify budget limitations
and the desired timetable for completing the
security audit before hiring personnel. Per-
haps there is someone on staff with security
expertise, or it may be preferable to hire a
security consultant. In any case, the follow-
ing basic considerations should be kept in
mind when choosing the appropriate per-
son to conduct a narrative survey:
• select a consultant who possesses the

crime prevention practitioner (CPP) des-
ignation. They have undergone an exten-
sive program of study and testing over-
seen by the American Society for
Industrial Security;

• require and check submission of docu-
mented evidence of education, profes-
sional training and experience in security

and crime prevention
• check backgrounds of consultants be-

fore they are hired. Ask for references
from former clients.

• require a written sample of the consultant’s
work and conduct an extensive oral inter-
view to determine the candidate’s com-
munication skills.

Disseminating survey information
After the survey has been constructed and
administered, the task force must determine
the results. When examining survey results,
it is helpful to have a blueprint of the facility
available. Mapping criminal and delinquent
acts enables one to discern patterns of
behavior and identify areas for implement-
ing corrections. Once the task force has
determined the causes and locations of de-
structive acts and prioritized the most press-
ing concerns, the information should be
shared with the superintendent of schools,
the school board, individual school admin-
istrators and local enforcement.

Implementing a survey
Implementation is probably the most difficult
task in the process of surveying school secu-
rity. Taking stock of available resources —
finances, personnel and community sup-
port — is the next step in reducing school
security risks. Realistically examine sources
of funding for prioritized concerns. Assess
the strength of each member of your staff and
determine ways they might best serve to
reduce the threat of crime and delinquency.
Ask representatives in the public and private
sectors for advice about how to implement
security devices and programs. For example,
local utilities boards may be a source of advice
on augmenting campus lighting needs. Con-
tact the National Guard or other such military
personnel who are often experienced  in secu-
rity and crime prevention technology and
carrying out emergency management plans.
Seek advice from the local  Federal Emergency
Management Agency representative.

In any event, the need exists for ongoing
assessment and evaluation of school secu-
rity needs. The procedures outlined here offer
a proactive, practical way of meeting those
needs and thus positively transforming school
learning environments.

RICHARDS
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ponds can be used to form a physical
barrier or moat to prevent trespassing
to particular parts of the school. They
can help segregate play and pedes-
trian areas from areas of heavy ve-
hicular traffic.

The water in a retention pond pro-
vides support to indigenous water
plants that are effective in filtering
heavy metal pollution washed from
school parking areas by rainwater.
Plants absorb excess nitrogen from
fertilizer runoff. Shade trees planted
along the banks of the pond help
regulate a cool water temperature, allowing
the native flora and fauna to flourish. In this
way it is possible to have a natural self-
regulating system that lowers maintenance
costs.

An attractive landscaped retention pond
can become an asset that serves to link the
school and the local community. An alterna-
tive to utilitarian fencing can include land-
scaped low walls and wrought iron fencing.
Such choices provide protective barriers
while permitting clear views of the pond.

Building organization
The overall organization of a school can
enhance the ability of school and public
safety authorities to keep the school secure
and to discourage burglaries.

Campus plans for schools built within the
last 20 to 30 years in many parts of the
country evolved from the availability of
relatively inexpensive land and the com-
parative low cost of constructing single-
story as opposed to multistory buildings.
The sprawling, seemingly haphazard ar-
rangement of many school campuses often
contributes to the difficulty in maintaining
school safety and security. (See Figure 1.)

Earlier, more traditional school plans were
relatively compact. Such plans have the
benefit of efficient interior pedestrian circu-
lation and minimal exterior surface areas to
maintain. These plans took into account
environmental concerns of utilizing natural
daylight and providing natural ventilation
rather than air conditioning.

The narrow wings of traditional school
organization lend themselves to common
“alphabet” configurations such as “U-,”

corridors. Litter and refuse tends to
accumulate in such spaces. There are
two significant additional drawbacks
to such indentations. Alcoves do not
preserve clear sight lines. Further-
more, such spaces encourage loiter-
ing and thus frequently contribute to
obstruction of pedestrian pathways.

Points of entry
Ideally, the main point of entry should
be a door at the front of the school.
Such an entry should provide an ap-
propriately wide, safe, well-lit, pro-

tected shelter for persons entering the
school. This area should be easily visible
from the administration area. Therefore suf-
ficient windows and glass-paneled doors
should be included in the design of the entry
and nearby offices to facilitate surveillance.

The entry should feature an overhang
large enough to shelter a number of people
from the sun and rain. The overhang should
drain to the sides away from the main entry
area. Precautions should be taken to pro-
vide a paved, nonslip entry surface that
eliminates likelihood of falls due to wet,
slippery floors.

The main entry area should gently slope
to connecting drives and sidewalks to pro-
vide access for handicapped persons. Seat-
ing areas should be provided on either side
of the entry, especially if the front entry is
the prime bus-loading zone. The walkway
must be wide enough to accommodate seat-
ing areas without obstructing normal pe-
destrian movement. Vandal-proof lighting
should also be provided.

Secondary entries require careful design
to prevent them from becoming dark alcoves
in which someone can hide. Completely
hidden entry alcoves may shield door and
stairs from inclement weather, but they can
also serve as concealed areas for criminal
activity. Thus while secondary exterior en-
tries should remain recessed for weather
protection, alcove corners can be beveled at
45-degree angles to improve visibility.

A policy of requiring entry through the
school’s main entry door and keeping other
doors locked from the outside can reduce
opportunity for intruders to gain access to
the school. Equipping all doors with inside

Figure 1. Building Organization

“C-” and “H-shaped” buildings, which of-
ten result in courtyards protected on three
or four sides. Such configuration allows
ease of monitoring activity in the courtyard
and helps provide shade and shelter. Build-
ings featuring such designs are also easier
to lock up and secure.

The distance from the street to the school’s
open areas is critical to preventing burglar-
ies. Buildings that are set back from the
street by long entry roads or vast parking
lots are less likely to be patrolled by local
authorities than are buildings close to the
street. Thus, increased distance from poten-
tial surveillance increases the possibility of
successful burglary.

Exterior covered corridors
Covered corridors provide protection from
the rain and sun for primary exterior circula-
tion paths. Such passageways should be
designed to eliminate opportunities for per-
sons to gain access to windows and roofs or
other upper-level areas. Their design should
also promote and incorporate adequate vi-
sual surveillance and illumination as deter-
rents against criminal activity.

Materials used for columns supporting
covered corridors should have a smooth
finish that deters climbing access to roofs or
other upper levels. Trees should be planted
away from walkways, buildings and exterior
covered corridors to prevent persons from
climbing to gain access to upper levels.

A “T” connection should be used to
attach exterior corridors to building entries.
No alcoves or niches should be included in
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push bars can provide normal and emer-
gency exits from inside rooms and the build-
ing itself while promoting and preserving
school security by limiting exterior access.

Enclosed exterior spaces
The overall organization of the school can
create a beneficial enclosure of exterior
space. The traditional form of the courtyard
school allows for uncomplicated supervi-
sion and control. An outdoor pedestrian
circulation arcade around the courtyard al-
lows one person to oversee activities during
class changes. The arcade helps shade and
cool the air, aiding in natural cross ventila-
tion. Windows that provide visual access
from classrooms, offices and meeting rooms
to the courtyard below can ensure that
students cannot leave school unobserved.
Storage areas and other such functional
spaces and rooms can be placed in the
corners of each floor, thus allowing occu-
pied areas to front on the courtyard and
provide opportunity for visual surveillance.

The courtyard itself can be used for lim-
ited hard-surface play activities, passive
areas for sitting or for having lunch. It can
also be used for school assemblies, pro-
vided the area meets requirements for safe
and legal exiting.

Ancillary buildings
Ancillary buildings and structures include
relocatable classrooms, dumpster enclo-
sures and bike lock-up areas. As in the main
school building, precautions must be taken
to eliminate hiding places, maximize visibil-
ity and increase security capability in these
areas.

Relocatable classrooms should be suffi-
ciently separated for fire prevention and
control as well as for maximizing visual sur-
veillance opportunities. Buildings should
be well-lit with tamper-resistant lights.
Clearly marked paths, preferably paved,
should be provided. A potential problem
with relocatables is that the area beneath
them provides crawl space in which people
can hide. These spaces should be enclosed
with chain link fencing or similar materials
that will simultaneously prohibit access and
facilitate visibility.

Dumpsters should be secured and en-

closed to prevent children from climbing
into them. They should be surrounded on
three sides by an eight-foot screen wall.
The base of the wall should be surrounded
by a hedge to discourage climbing. The
gate should be kept locked and should
provide unobstructed visual access into
the enclosure.

Bicycle racks should be located in a highly
visible area near the main entry or parking
area. Landscaping and bike paths should
separate bicycle and vehicular traffic. A low
hedge or wall around the racks would visibly
screen bicycles, but would not shield a
person attempting to steal or vandalize them.

Walls
Wall form, texture and use contribute to
maintaining safety. Walls designed to un-
dulate or project into small wings  create dark
niches in which people can hide. The use of
these spaces for hiding can be eliminated by
planting hedges there or by installing win-
dows or recessed lighting that provides
clear observation of the area.

Walls in graffiti-prone areas should be
made of a durable material that can with-
stand repeated cleaning. Screen walls of
metal or decorative concrete block are often
used to provide separation without compro-
mising ventilation. However, such walls can
provide improvised ladders allowing unau-
thorized access to the roof. Care should be
taken not to provide footholds in such walls
and to ensure that the top three or four feet
of the wall near the roof is smooth and
unclimbable.

Walls near recreation areas are often de-
faced with spray paint by youths marking
boundary lines for games such as handball
and street hockey. Use of such areas should
be anticipated. Such markings and game
lines should be professionally painted to
discourage children from drawing their own.

Windows
Windows not only let in light and air, but can
also let in thieves if their design and place-
ment is not carefully considered. Windows
installed in walls at a height that exceeds that
of a man can allow for ventilation and pri-
vacy while minimizing opportunity for en-
try. However, such windows also allow only

a minimum of natural daylight. Instead of
such windows, use of a combination of
glass blocks and elevated windows can
provide ventilation and an improved source
of light without compromising security.

Larger window assemblies divided into
small 10-by-12-inch panes allow natural day-
light and ventilation and increase the diffi-
culty of successful forced entry and the
subsequent removal of school property.
Such windows, however, must be designed
to provide adequate means of exiting in
emergency situations.

Narrow windows around doors or side-
lights can increase safety by allowing visual
access to the other side of the door. Such
windows allow surveillance of activity in
adjacent circulation spaces. However, side-
lights made of tempered or reinforced glass
should only be used when the door hard-
ware is designed to prevent persons from
reaching through a broken side window to
open the door. Where fire safety require-
ments limit the choice of hardware, wire-
glass in steel frames should be used for
sidelights.

If operable transom windows are used
above exterior doors, transoms should be
lockable to prevent break-ins.

Doors
Doors and hardware must conform to use
and location requirements. To reduce po-
tential for break-ins, it is recommended to
use hinges with nonremovable pins and
strike-plate covers (metal plates that sur-
round the doorknob and extend to the door
edge to prevent prying doors open). Wire-
glass openings should be used for visibility
in fire-rated doors along main exit routes.
Metal kick-plates along bottoms of doors
should be provided for classroom, assem-
bly, and pedestrian circulation doors.

Doors should be designed so that when
open, they do not obstruct the circulation
path. Corners near recessed doors should
be rounded, and such doors should be top
lit to eliminate dark corners and to discour-
age break-ins. Otherwise, doors should
swing a full 180 degrees.

The use of multiple sets of doors to create
entryways can help reduce the building’s
loss of heat and air conditioning and in-
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crease security. Entryways should be illumi-
nated to expose to view anyone who tries to
break through the second set of doors.

Roofs
A key concept for safe school roof design is
to minimize accessibility to the roof and to
the school from entry points on the roof.
Avoid the use of permanently mounted roof
access ladders, short walls adjacent to low-
canopy roofs, screen walls and columns
using decorative block or wrought iron
(open) framing that provides footholds fa-
cilitating easy access to roofs.

Skylights are often used to gain entry to
the interior of school buildings. While it is
difficult to prevent them from being vandal-
ized, access can be minimized by the use of
multiple dividing bars between the skylight’s
glass panes (mullions). Solid or fixed dif-
fuser screens within the light well of the
skylight can also prevent entry into the
building.

Equipment enclosures should protect roof
equipment, such as cooling towers, from
vandalism. Enclosures should have lock-
able louvered doors spaced far enough away
from the equipment to allow proper ventila-
tion. Walls of enclosures should be low
enough to allow surveillance from the ground
or should be constructed with slatted open-
ings or latticework that does not provide
concealment for persons seeking illegal entry
to school buildings through the roof.

Lighting
The use of artificial illumination can both
help deter criminal activity and reduce acci-
dents. Key issues to consider in security
planning are the accessibility of the fixtures,
the appropriate degree of illumination, the
reduction of shadows, and the lighting of
horizontal surfaces. Lobbies, stairwells and
corridors must all feature lighting appropri-
ate for maintaining safety and security.

Light fixtures are frequent targets of van-
dalism. The damage and theft of a fixture can
leave an area vulnerable to thieves and
dangerous for pedestrians. Therefore, the
proper selection and installation of fixtures
is critical. They should be mounted as high
as possible, yet still provide the necessary
illumination. Hanging or projecting fixtures

that provide footholds for scaling walls
should not be used. Light fixtures should
be flat against walls or recessed when-
ever possible and covered with impact-
resistant material.

 Careful placement of light fixtures can
preserve lines of sight between the fixture
and objects that could create shadows. Illu-
mination should be used to eliminate dark
corners behind doors, trash cans and other
such objects. Fixtures should be installed to
cast a light pattern over broad horizontal
areas rather than tall vertical areas. An im-
portant fact to remember is that light-col-
ored surfaces reflect light more efficiently
than do dark-colored surfaces.

Lobbies and reception areas
A main entry located in close proximity to a
constantly manned, windowed administra-
tion area is a security feature that can pro-
vide visual supervision of school entries,
stairs and hallways. For example, an admin-
istration office featuring an interior wall of
windows overlooking the main entrance hall
can be provided with a reception desk facing
the school’s main entrance. Such placement
allows visual access to the lobby doors,
stairwells and hallways in the immediate
area.

An administration area that features win-
dows overlooking the outdoor approach to
the school’s main entry, in addition to those
interior areas previously mentioned, has the
obvious advantage of providing surveil-
lance of two areas.

In the event that a manned visitor’s desk
is stationed in the front lobby apart from the
administration office, an assigned monitor
is necessary. Such a monitor should be
trained in exercising the duties specific to
the assignment, including monitoring the
entry and any nearby stairwells and hall-
ways. The monitor used (school administra-
tor, teacher, parent, volunteer, student or
school resource officer) is a significant part
of an effective security and surveillance
plan.

Corridors
Much of the design of school corridors is
dictated by the life-safety considerations
which require that hallways be wide enough

to allow fast, safe and efficient evacuation of
the building in an emergency or crisis. As a
general rule, hallways should be broad, well-
lit and free of projections. Designs featuring
sudden 90-degree turns and narrow hall-
ways should be avoided. Sharp corners
allow people to hide, and they can also
contribute to pedestrian collisions. Rounded
corners allow increased visibility as well as
smoother pedestrian traffic flow.

Windows in, at the side of, or near class-
room doors allow instructors to monitor
corridors. If doors to rooms are inset, creat-
ing niches, corners framing the door area
should be rounded and the inset wide
enough to allow a clear line of sight down the
hall.

To reduce hiding places and possible in-
jury, water coolers, vending machines, trash
containers, and lockers should be either low-
profile or flush with the wall. Alcoves, nooks
and other small spaces along corridors can
promote loitering and criminal activity. Such
spaces have no place in safe school designs.
Any freestanding objects such as stand-
alone lockers or vending machines should be
attached to walls to prevent falling and to
avoid injury to persons.

Toilet rooms
Unfortunately, traditionally designed closed
toilet rooms are frequently sites for criminal
activity, injury, and vandalism, such as the
stealing or destruction of fixtures. There-
fore, every opportunity should be taken to
keep such necessary facilities open, clean,
safe and secure.

Toilet rooms should be located along
main corridors to maximize visibility and
surveillance. To allow acoustic surveillance
as well as monitoring for illegal smoking,
designs for toilet rooms may feature zigzag
entryways similar to those in airports or
screens that preserve privacy by interrupt-
ing sightlines from hallways. To avoid the
threat of assault by someone from behind
such partitions, the screens can be raised
several inches above the floor to expose the
feet of anyone standing directly behind the
partition. Screens can also be constructed
of translucent material (those materials meet-
ing fire-resistance requirements) that reveal
the shadow of persons behind the screen.
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Toilet room walls and floors should have
a durable finish to withstand repeated clean-
ing of graffiti. Toilet stall partitions should
be structurally sound and anchored to the
walls and floors. Partition heights should be
maintained at five feet, with a twelve-inch
clearance above the floor to allow visual
surveillance.

Shelves, hand dryers, various types of
dispensers and trash containers should
be heavy-duty, recessed and fire-resis-
tant and fitted with separate locks, when
appropriate.

[Student surveys often reveal that fearful
students avoid using restrooms, and many
other students do, too, because the rooms
are perceived as being unsafe, dirty, smoke-
tainted and poorly equipped. Nevertheless,
such facilities are needed in order to main-
tain a healthy, comfortable atmosphere that
will contribute to keeping students at school
instead of encouraging class-cutting, late-
ness and truancy when students seek facili-
ties off campus — or go home in disgust.]

Stairs and stairwells
Main staircases should be designed to ac-
commodate occupant loads mandated by
municipal and/or school codes. Widths dic-
tated by such codes usually state only a
minimum required width; therefore, a main
stair may need to be wider to provide overall
safety and security. Stairs should also be
appropriately lit, eliminating shadows that
could cause missteps or in which persons
could hide.

Solid stairwell walls create hiding places
on stairs and in landing areas. Walls and
handrails of parallel metal tubing, wrought
iron or other such materials should be used
to provide visual access to immediate areas
on both sides of the stairwells. Handrails
should be designed to prevent persons from
sliding on them, a behavior that can result in
inadvertent damage or possible injury.

Risers must be appropriately enclosed or
protected (according to applicable codes)
to prevent persons from grabbing the ankles
of those on the stairs. The entire area under
all stairs should be enclosed and made inac-
cessible for any use.

Consideration should be given to enlarg-
ing stair landings beyond minimum code

requirements to prevent overcrowding and
unsafe conditions.

All enclosed stairwells should be
equipped with surveillance equipment to
provide motion detection at monitored main
access points.

Cafeterias
Cafeterias whose layouts create cramped,
crowded conditions offer serious security
problems. In such a general assembly area,
it is important to provide sufficient space for
easy pedestrian flow from the serving line
into the dining area and between tables.
Adequate space also allows cafeteria moni-
tors to patrol freely among tables during
meal time.

A designated control point that provides
clear visual oversight of the entire cafeteria
should be established near the main en-
trance and exit of the room.

Both students lined up to purchase food
and the cashier should be visible from the
control point and the dining area, due to the
needs to oversee cash collection and food
service. (Both cash and food are frequent
targets of theft in schools.) Such visibility
can be achieved by installing impact resis-
tant windows or providing an opening pro-
tected by a roll-down screen, which can be
lowered and locked at night.

Auditoriums
As in any large school assembly area, audi-
toriums should provide clear sight lines and
easy traffic flow. Niches along walls should
be eliminated, and if the auditorium is sub-
divided by partitions that allow dual use of
the room as classrooms, the partitions
should fully recess into the wall. Partitions
that do not recess can form a barrier for
persons to hide behind when the auditorium
is empty and can provide cover to those
intent on disrupting a general assembly.

The stage curtain can be left open to allow
visual surveillance of the backstage area.
Electrical and lighting controls, stage equip-
ment, props, and tools should be placed in
locked storage rooms to reduce theft.

Auditoriums often require scaffolding,
platforms and catwalks for the installation
and maintenance of lighting and sound
equipment. Care must be taken not to locate

roof openings close to these structures. It is
possible to gain entry into an auditorium by
prying open a roof hatch or smoke vent and
traveling via scaffolding down to floor level.

Gymnasiums
Like the auditorium, the gym is another
large-span structure in which care must be
taken to avoid opportunities for students to
enter via skylights or by climbing down
structural elements such as exposed beams
or brackets. One solution might be to use tall
windows for daytime illumination at a height
well above a man’s head or the height of
open bleachers. If skylights are used, they
should be installed well clear of any means
of climbing down to the gym floor. Further-
more, structural elements should not be
accessible from either the floor or adjacent
bleachers.

Retractable bleachers should be capable
of being locked when not in use to prevent
vandalism and persons using the space
underneath to hide.

Locked equipment rooms should be vis-
ible from the exterior of the gymnasium.
Glass block walls or impact-resistant win-
dows along a common corridor would allow
monitoring of the interior of the equipment
room.

Libraries and media centers
Library design should minimize opportuni-
ties for theft of materials and equipment as
well as minimize possible hiding places.
Both goals can be met through the use of
control points and the maintenance of clear
sight lines.

The reception area or circulation librarian
should be placed in a central location near
the main entry to police student traffic.

Low stacks, well-spaced and placed par-
allel to the circulation librarian’s line of sight
will aid in visual control as well as reduce
hiding places for storing stolen goods. Se-
rious consideration should be given to in-
stalling a magnetic book alarm system. De-
tection devices that use a turnstile or gate
element should not impede or be placed in
designated exits.

Access to audiovisual equipment can be
controlled by creating a lockable delivery/
pickup area separate from general equip-
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ment storage. This area should be visible
through a reinforced window in a door or
wall so that casual patrols of the area can
maintain visual surveillance. It is recom-
mended that audiovisual equipment should
not be stored in a room having a wall com-
mon to a public corridor. Determined bur-
glars can easily tunnel through walls to get
at expensive, high-tech equipment.

Classrooms
Classrooms should be organized for easy
monitoring. Visual access to the room
from exterior windowed walls and to the
hallway from inside the classroom should
be provided.

Classrooms that include retractable parti-
tions must provide an opening in the parti-
tion for visual access and one for exiting.
Niches, preferably those that contain the
fully retracted partition, should be pro-
vided for housing partitions when they
are not in use.

A lockable built-in storage cabinet should
be provided in each classroom to store
multimedia equipment in a secure place.
This storage area should be visible from the
hallway. An alternative to the storage cabi-
net would be to permanently mount televi-
sion and video-recorders on walls at levels
beyond reach.

Locker rooms
Locker rooms should be organized for easy
surveillance. They should have a clear cir-
culation pattern with no dead end spaces to
avoid entrapment. (See Figure 2.) Gym in-
structors’ offices should be located near the
main entry and exit and provided with win-
dows from which to monitor the locker area.

Interior lockers should not exceed four
feet in height to allow visual surveillance
and should be adequately spaced to avoid
crowding. Lockers can also be mounted
flush to the wall to minimize opportunities to
hide on top of them or gain access to ceiling
areas.

Light fixture covers, windows and mirrors
should be impact-resistant to prevent dam-
age from inadvertent or intentional vandal-
ism. Acoustical ceiling tiles should not be
used in any area of the locker room. Exposed
concrete or plaster-finished ceilings elimi-

nate the opportunity to use the space above
acoustical panels as a hiding place for per-
sons and stolen property.

Labs, shops and computer rooms
Clear organization of work spaces is essen-
tial in the design of rooms where special
equipment is being used.

Faculty offices should be located to allow
direct visual access of entry and work room.
Valuable equipment and supplies should be
protected by providing storage in a lockable
closet within the office, preferably away
from walls common to the exterior of the
building or to interior public hallways to
prevent burglary by tunneling.

Alarm-equipped entryways to work
spaces makes breaking and entering diffi-
cult from interior hallways. Equipment in
work spaces should be secured to tables or
counters with concealed bolts or one-way
screws. It is important that the locking or
mounting hardware not have any sharp
edges or projections to prevent injury to
users during the normal course of work.

To maximize security and minimize theft,
rooms with computers and other costly equip-
ment could be located in interior zones away
from exterior walls with windows or doors.

Music rooms
Music rooms or band practice areas have
similar programmatic considerations as au-
ditoriums. It is important to facilitate visual
supervision by one person over a large
assembly of students.

Acoustical demands typically require a
space with limited window area and sound
separation from adjacent spaces such as
hallways, classrooms, and faculty offices.
Isolation of music rooms (on campus) should

be avoided by integrating intermediate sup-
port spaces, such as rooms used for indi-
vidual student conferences, to absorb sound
or greatly reduce sound transmission. Stor-
age areas placed along the perimeter of the
main music room and entryways accessed
from hallways can also help provide insula-
tion from intrusive noise.

Storage for equipment and supplies
should be locked at all times. Both sets of
doors in the entryway should be equipped
with locking hardware and access-detec-
tion alarms.

Administration areas
The visitors’ information counter, faculty
offices, student records, and nurse’s or first
aid stations must have a high degree of
security while maintaining a “sense of ac-
cessibility” to students. Administration ar-
eas should be adjacent to main entry areas
and be visibly accessible through windows
to provide a connection between adminis-
trators and students or visitors.

Faculty offices and student records
should be separated from the reception area
and accessible through locked hall doors.
Student records should be stored in a fire-
resistant vault within an interior locked room.

Key boxes should be located in a locked
cabinet that contains school floor plans,
evacuation maps, and computer passwords.
This cabinet should be made accessible to
police and fire department personnel. Distri-
bution of master keys should be strictly
regulated by plant administrators.

Clinic rooms should keep supplies and
surgical equipment locked in a storage closet
located in the nurse’s office.

Alarm and surveillance systems
The use of alarm and surveillance systems
can greatly reduce property loss. Once the
building enclosure has been penetrated, an
intruder has limited time to achieve his or her
goal. Coordination with local police can help
reduce response time to alarms, increasing
the chances of apprehending persons while
still on school grounds with property in
hand.

Installation of alarm systems should be
handled by expert contractors. They will
strategically locate detection devices at criti-

Figure 2.  Locker Rooms
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come a concern when local police respond.
Many districts use a call-out system to

dispatch a custodian to the school to meet
police, direct them to the alarm site and
provide police with access. But this method
could be expensive, since bargaining unit
agreements may dictate minimum pay or
other terms that may exceed the cost of a
false alarm or private guard response. A
tremendous liability is also created for the
district should its personnel be injured by
those involved with criminal activity on the
campus.

False alarms
False alarms are a source of aggravation and
friction among alarm companies, police and
representatives of the school district. False
alarms are the embodiment of the little boy
who cried wolf too often. Lively discussions
ensue when talking about false alarms with
an alarm company representative or local
police.

Police and alarm companies square off
over the definition of a false alarm. Unless
forced entry is apparent, police usually label
it a false alarm. Alarm companies, on the
other hand, say that the alarm was only
doing what it was meant to do — scare off
the burglar.

The same budgetary crisis that has be-
fallen school districts is also affecting mu-
nicipalities. False-alarm fines are a new way
of generating municipal income. Cities that
have not had false alarm fines in the past are
now aggressively implementing them.

A California school district was up-
grading its alarm system from 14 percent
protection to 100 percent. Based on past
fines, that upgrade would likely have re-
sulted in increased false alarms with pen-
alties exceeding $30,000 a year. Fines
should be considered in the overall pro-
gram cost.

However, the credibility loss in an alarm
system is more serious than monetary losses.
Too many false alarms can strain the rela-
tionship with the police, who should be an

cal entry points and in rooms that contain
valuable electronics or equipment.

Fixed metal detectors can greatly reduce
the influx of weapons in schools. A modest,
inconspicuous metal detector should be
used in conjunction with established ad-
ministrative policies regarding legal searches
so that all persons within the school experi-
ence increased safety rather than increased
apprehension.

Fire control
Fire control equipment includes such items as
fire extinguishers, standpipe cabinets and
sprinklers. Fire extinguisher and standpipe
cabinets located in main circulation paths
should be mounted flush in walls adjacent to
classrooms. Equipment placed in isolated ar-
eas is not readily available during emergen-
cies or crises. It is also susceptible to damage
from malicious vandalism.

Fire sprinklers should also be flush-
mounted in ceilings to avoid damage to the
sprinklers from vandalism. A sprinkler that
has recessed valves allows the distribution
head to protrude outside its niche to give
appropriate free range to water sprayed from
the ceiling mounts.

Heating, ventilation, air conditioning
The location for heating, ventilation and air
conditioning equipment should be acces-
sible only to authorized personnel, but should
also allow for proper ventilation. Mechani-
cal equipment storage should have flush-
mounted vents located out of reach.

Spacing of vent slats should not allow
persons to reach in or to pass objects through
them, potentially causing damage to equip-
ment or exhaust fans.

Exterior condensing unit enclosures
should be designed using materials that are
difficult to climb and that provide (side)
protection from thrown projectiles. Access
doors should be solid with concealed hinges
and locked with dead-bolt hardware.

Locating these structures in areas where
general site lighting is used will make night-
time surveillance easier without having to
install direct lighting.

Vending machines
Protecting vending machines from vandal-

ism and theft is a major problem in many
schools today. Provide a niche or alcove
designed specifically for the placement of
vending machines so as not to obstruct
general circulation areas. A roll-down
screen can be installed, giving students
limited access to machines, allowing them
only to reach in and make purchases.

Avoid locating vending machines in
isolated areas. Locate them adjacent to or
within the cafeteria or other well-moni-
tored and well-lit spaces.

Water fountains
Locate water fountains near restrooms or
other regularly monitored areas.

Like vending machines, water foun-
tains need to be protected from vandal-
ism. Flush-mounted water fountains pro-
vide protection for the cooling system,
but do not provide access for handi-
capped persons. Floor-mounted foun-
tains are completely exposed, providing
protection only to the side facing the wall.
Wall-hung fountains that have in-wall
cooling systems should have heavy-duty
mounts. These will prevent vandalism
while maintaining wheelchair access.

Elevators
Elevators should be centrally located ad-
jacent to main circulation spaces, i.e.,
entry lobbies and primary corridors. A
five-foot-deep landing area should be
provided without obstructing student
traffic.

General access to elevators should be
controlled, with limited access to autho-
rized individuals. The use of elevators for
criminal activities could be significantly
deterred by faculty/staff surveillance of
lobbies and corridors coupled with video
monitoring within the cars.

The original 1993 report — complete with
illustrations — can be accessed on the In-
ternet at http://www.arch.usf.edu/flctr/
projects/safesc/intro.htm. Contact person
is John Marsh, director, Florida Center for
Community Design and Research, 3702
Spectrum Blvd., Suite 180, Tampa, Florida
33612; phone 813/974-4042;  fax 813/
974-6023.

Schools must adjust security systems
to needs, budgets

(Continued from page 12)

(Continued on next page)
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ally in combating crime. Consider the impact
false alarms have on budget and credibility
as part of preliminary school investigations.

Training
Training is a vital aspect of a new security
system. Be sure that adequate training is
provided by the installing vendor or equip-
ment manufacturer.

All personnel authorized to have after-
hour access should receive initial training.
Without that training, false alarms will un-
dermine the credibility of the new system.
Either thoroughly trained district personnel
or an alarm company representative should
provide training at individual sites.

Authorized staff should also receive writ-
ten instruction, preferably wallet-size, be-
cause it could be months between learning

about the system and finding the need to
operate it. The caveat to providing written
instructions is that a person will probably
write down the combination to the alarm
system to prevent forgetting it. Therefore,
be sure to leave all logos and other identify-
ing marks off the instruction card. Establish
a program of follow-up training which may
be either periodic or in response to a rash of
false alarms.

Maintenance and installation provides
another aspect of training. If a district is
buying equipment to establish a central
station, the system will likely include moni-
toring software. Be sure to receive complete
training in the initial setup and use of the
system. Because most companies offering
alarm monitoring software offer support and
upgrades, specify those items in the bid

documents. The support agreement should
be between the district and the software
supplier, without the alarm dealer in the
middle.

Affordable protection
Most school systems have some sort of
alarm protection now. It may be a collection
of alarms from local vendors protecting key
areas on a variety of campuses. After mak-
ing the decision to upgrade, it is best to take
an overall look at the security system as if
starting from scratch. This is an ideal time to
evaluate the entire security program and the
alarms and other electronic systems that are
part of that effort.

Electronic technology is more than so-
phisticated gadgetry. It is the key to im-
proved safety throughout a school district.

Citizens urged to collaborate,
act against violence

 (Continued from page 5)

communications throughout all elements
of the government which bear upon school
and community safety.12

• Promote effective monitoring of care pro-
cesses and facilities to improve public pro-
tection and diminish youth misbehavior.
• Evaluate all court-ordered prevention and
intervention programs to enhance their posi-
tive results and diminish their negative
results for at-risk young people, their fami-
lies and the public.
• Encourage early and effective interven-
tion in youthful misbehavior, emphasizing
prevention of repetitive deviance in addi-
tion to remediation of habituated deviance.
• Include parents in the conditions of pro-
bation for juvenile offenders. Require par-
ent participation in counseling and parental
guidance programs. Assign parents the
responsibility of monitoring their children’s
whereabouts and enforcing court-ordered
curfews.
• Educate the public and the news media
regarding the administration of justice and
the preservation of school safety and secu-
rity as well as about ways public and private
agencies and organizations can communi-
cate and operate more effectively.

A call to action
Americans must heed this simple but fun-
damental message: Systematic, sustained
and collegial communication, collaboration
and action, within and among education
and other public/private organizations, are
crucial to sustaining an enduring demo-
cratic society.

Shannon Wright, the Jonesboro teacher
who was killed shielding one of her stu-
dents from the line of fire, was indeed a hero.
She faced a split-second decision. She acted
to save Emma Pittman and would likely have
done the same for any other student of
Westside Middle School had she been given
the chance. While she was called to heroic
sacrifice, all Americans are simply called
to accept and share our obligation as
citizens to provide the norms, support the
social institutions and embody the ideals
basic to our nation’s founding. Nothing
less will ensure the future of our nation —
our children.
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Discipline, violence
tracked in reports

NATIONAL UPDATE

In adolescents, inappropriate behavior is
especially difficult to define, since the search
for identity and independence commonly
leads to a certain amount of negative behav-
ior. Progressive problem behaviors and an-
tisocial actions, however, characterize
“stages of behavior” that “unfold over time
in an orderly fashion.” Developmental Path-
ways in Boys’ Disruptive and Delinquent
Behavior summarizes research that docu-
ments three “pathways” in which less seri-
ous disruptive/delinquent behavior is
shown to precede more serious behavior.

The definition of disruptive, delinquent
behavior varies among parents, school per-
sonnel, and mental health and juvenile jus-
tice practitioners. The authors emphasize
the importance of setting aside the seman-
tics  to focus on the actual behaviors.

In 1986, three coordinated longitudinal in-
vestigations about the causes and correlates
of delinquency began at sites in Rochester,
N.Y., Denver and Pittsburgh. These projects
involved contacts with juveniles and their
primary caretakers over approximately 10
years. Researchers were thus able to more
accurately determine the onset of disruptive
behaviors and examine causal factors.

In the Pittsburgh Youth Study, boys se-
lected were in first-grade, fourth-grade and
seventh-grade cohorts, with an age range of
7 to 13. These cohorts are called the young-
est, middle and oldest samples, respectively.
Researchers collected self-report and archi-
val court and school data.

“Less serious” forms of delinquency gen-
erally preceded “more serious” delinquent
acts. Behavioral sequences in the youths’
lives fit the following pathways:
• authority conflict, which begins with stub-
born behavior, followed by defiance, fol-

lowed by authority avoidance, such as tru-
ancy and running away (from home);
• covert acts, starting with “minor” behav-
ior such as lying and shoplifting, followed
by property damage such as vandalism and
firesetting, then “more serious” forms of
property crime such as burglary; and
• overt aggressive acts, beginning with
annoying others and bullying, followed by
physical fighting, and then violence, such
as physical attacks and rape.

Experimentation with problem behaviors
is “normal,” though most youth learn from
the negative consequences of their mis-
takes. Those who entered a given pathway
at the second or third stage were more likely
to be experimenters. Subsequent assess-
ments found that the problem behaviors did
not recur.

Persisters, on the other hand, were more
likely to enter a pathway in its first stage and
sequentially follow the stages. The majority
of persisters had followed that violence
pathway and engaged in “less serious”
aggression earlier in life.

Understanding the implications of these
three theoretical pathways/progressions al-
lows earlier prevention/intervention. Child
development is a long process, and “quick
fixes” rarely redirect children to positive
behavior patterns. Researchers in the Pitts-
burgh Youth Study are proceeding with
follow-up studies of the oldest and young-
est samples of boys. Future analyses will
include the influences of community factors
and peers.

* * *
The first of five planned reports on school
safety and violence prevention efforts, Vio-
lence and Discipline Problems in U.S. Pub-
lic Schools: 1996-97, was released by the

National Center for Education Statistics in
March 1998.

Key findings show that 57 percent of public
school principals reported one or more inci-
dents of crime/violence to law enforcement,
and 10 percent of public schools experienced
one or more serious, violent crimes reported
to law enforcement. Physical attacks/fights
without weapons were the most frequently
reported crimes in public schools.

Regarding violent incidents, 54 percent of
elementary schools, 74 percent of middle
schools, and 77 percent of high schools re-
ported at least one. Serious violent crimes
were reported by 4 percent of elementary
schools, 19 percent of middle schools, and 21
percent of high schools. In the less serious/
nonviolent crime category, middle schools
and high schools reported higher ratios than
did elementary schools.

Most schools (between 79 percent and 94
percent, depending on the type of offense)
reported zero tolerance policies entailing pre-
determined consequences for specific stu-
dent offenses such as violence, alcohol/to-
bacco/drug possession/use, weapon / firearm
possession; 84 percent of schools reported a
low level of security measures designed to
prevent violence; and 78 percent of schools
reported formal violence prevention/reduc-
tion  programs in place.

The survey cautions against comparing
its results with those of other school crime/
violence studies because of differences in
information collecting and reporting prac-
tices. Other singularities such as differ-
ences in definitions, coverage, respondents
and sample will cause data to vary from
survey to survey.

A copy of Developmental Pathways by Bar-
bara Tatem Kelley, Rolf Loeber, Kate Keenan
and Mary DeLamatre (OJJDP Juvenile Jus-
tice Bulletin, December 1997, NCJ 165692)
may be obtained from the National Criminal
Justice Reference Services, 800/732-3277. A
copy of Violence and Discipline Problems
(March 1998, NCES 98-030) may be down-
loaded from the Internet: http://nces.ed.gov/
pubs98/violence/index.html.

Prepared by Sue Ann Meador, associate
editor of School Safety.
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Most states
require screening,
background checks

LEGISLATIVE UPDATE

As recently as one decade ago, search-
ing the database for state laws address-
ing the subject of child abuse on campus
would have driven one to distraction.
While the tools for providing protection
for children in schools existed in the
screening schemes of provisions mandat-
ing criminal record checks and reporting,
these laws applied to a variety of other
noneducational activities. The absence
of federal law was explicable; most as-
pects of primary and secondary educa-
tion are still considered issues of local
governance to which the Congress of-
fers encouragement or incentives. But the
reluctance of state legislators to manage
local personnel issues to ensure a safe
learning environment was puzzling. One
former school board member once said
of this failure that there was greater leg-
islative attention paid to the qualifica-
tions of horse trainers than to workers
with authority over students.

Today the change in the legislative
landscape is dramatic. A majority of the
states now have laws that require a
greater level of protection for children
from campus abuse. The provisions re-
quire criminal record background checks,
mandate reporting of abusive conduct
toward students and force cooperation
among the local agencies that exist to
serve and protect juveniles. Each legis-
lative session adds another state to the
list with its own scheme for protecting
students on campus.

The screening provisions have been
the source of most of the new legisla-
tion. These laws require screening of pro-
spective employees, punish untruthful
assertions designed to hide past crimes,

and reach a broad range of employees
from certificated faculty to substitute
teachers, counselors and support per-
sonnel. Some provisions reach private
schools as well, although statutory au-
thorization for nonpublic schools is not
essential. At least one state permits its
department of education to revoke or
suspend the license of any person who
has an expunged conviction for any
sexual offense committed against a child.1

State screening laws represent a
change in the culture for many school
districts, whose tradition of hiring has
consisted mostly of local assessments
of the qualifications of the applicant. The
laws require in some cases and authorize
in others that educators conduct back-
ground checks within both the state and
federal criminal databases.

Reporting laws pick up where the record
screening laws leave off. They complement
the objective of creating a system of ac-
countability by requiring any educator who
believes, in good faith, that another educa-
tor is involved in improper conduct toward
a minor to report such conduct within a
specified time period to the board. Failure
to report may provide the basis for disci-
plinary action, and immunity from liability
is provided. These laws are redundant in a
sense. They reprise the child abuse stat-
utes that mandate such reporting to all child
care facilities and workers. However, in a
profession where the occasionally mis-
guided fears of reporting exist, the new laws
serve to emphasize to educators that they
are not exempt from contributing to the
growing community of concern over the
protection of children and should tell what
they know in a timely fashion. The law of

the state of Arizona offers a prototype:
A. Any certificated person or govern-
ing board member who has reasonable
grounds to believe that a person certifi-
cated by the state board of education
has engaged in conduct involving mi-
nors that would be subject to the re-
porting requirements of section 13-3620
shall report or cause reports to be made
to the department of education in writ-
ing within seventy-two hours of the re-
port made pursuant to section 13-3620.
B. The superintendent of a school dis-
trict who has presented a statement of
charges against a certificated person to
the governing board in which the al-
leged cause for dismissal constitutes
immoral conduct shall report these
charges or resignations involving these
charges to the department of education.
C. A certificated person or governing
board member who reports or provides
information regarding the immoral or un-
professional conduct of a certificated
person to the department of education
in good faith is not subject to an action
for civil damages as a result.
D. Failure to report information as re-
quired by this section by a certificated
person constitutes grounds for disci-
plinary action by the state board of
education.2

A broader, more comprehensive records
search is becoming more important as the
probability increases that teachers with
criminal records will travel interstate to
other school districts, hoping to outrun
their past crimes. The next few years will
provide a wealth of data about the success
of the record checking system in both iden-
tifying abusers before they can strike again
as well as in creating a sense of well-being
on campuses that proper steps are being
taken to ensure the safety of students and
preserve safe learning environments.

Endnotes
1. Arkansas Code Annot., 6-17-405(b)(2).
2. Arizona Revised Statutes @15-514 (1997).

Prepared by Bernard James, special coun-
sel for NSSC.
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Vigilance key
to ending
child abuse

LEGAL UPDATE

The recent increase in legislation on back-
ground checks and abuse reporting (See
Legislative Update, page 33.) is in propor-
tion to the change in the nature of the law-
suits being filed against school districts and
educators. Parents and students are asking
the courts to hold school officials account-
able for the failure to properly check the
background of employees. A growing num-
ber of lawsuits also chip away at the tradi-
tional immunity of educators for failure to
properly supervise employees who become
habitual abusers on campus. Court rulings
over the last five years reflect a reluctance
among judges to dismiss such cases.

Many lawsuits brought against schools
in abuse cases raise constitutional ques-
tions under federal law where the emerging
standard almost assures a trial on the mer-
its. Under this standard, a school district
can be held liable for a subordinate’s viola-
tion of a student’s constitutional right to
bodily integrity in a physical sexual abuse
case, when the “official, by action or inac-
tion, demonstrates a deliberate indifference
to [a student’s] constitutional rights that re-
sults in the molestation of school children.”1

This deliberate indifference notion influ-
enced the January 1998 case of Mirelez v.
Bay City Independent School District.2 A
Texas court ruled in favor of a trial on the
merits for a second-grade student who
claimed she was assaulted in 1996 by one
of the district’s elementary school teach-
ers. Her parents sued, claiming that the
teacher was not properly screened for past
criminal activity when applying for the job
and was not properly supervised in his as-
signments. An investigation revealed that
in 1994 another student in the district had
reported a sexual assault by the same teacher

to the Child Protective Services Agency,
which in turn had reported its finding to the
school district and local law enforcement.
The teacher had been registered in the law
enforcement’s sex offender database. The
school district went to court in an attempt
to avoid liability, despite its failure to re-
spond to the 1994 incident and the fact that
the teacher was convicted for the 1996
abuse.

Supported by U.S. Supreme Court rulings
on students’ rights, the court held that “it
is now well-established that sexual assault
upon a student by a teacher is an unconsti-
tutional intrusion into the child’s bodily in-
tegrity, akin in nature to corporal punish-
ment.”3 The court ruled that federal law
provides a claim for a student who shows
that an educator’s “hiring policy and pro-
cedures reflect deliberate indifference to the
risk that a violation of a particular constitu-
tional or statutory right will follow the deci-
sion.”4 The court rejected the argument of
the school district that the case be dis-
missed and cited the Texas background
screening statutes in support of its deci-
sion that “common sense recommends —
and state law demands — that, in the inter-
est of safety of school children, school of-
ficials investigate the criminal histories of
prospective school employees.”5

This case contains two basic assertions:
the hiring policy of the school district was
inadequate, and school officials, through
deliberate indifference, failed to adequately
supervise an employee. Either basis is suf-
ficient to state the federal claim, and both
are becoming increasingly significant in
lawsuits brought against schools.

As to the first element, a school will be
liable for campus child abuse when a stu-

dent can show that:
• the hiring procedures were inadequate;
• the school officials were deliberately indif-

ferent in adopting the hiring policy; and
• the inadequate hiring policy directly

caused the plaintiff’s injury.

As to the second element, a school will
be liable for child abuse occurring on cam-
pus when a student proves that:
• school officials learned of facts or a pat-

tern of inappropriate behavior by an em-
ployee with respect to sexual abuse of
students;

• educators demonstrated deliberate indif-
ference toward the constitutional rights
of the student by failing to take action
that was obviously needed to prevent or
stop the abuse; and

• such failure caused a constitutional in-
jury to the student.

The “deliberate indifference” federal
claim is often preferable because state-com-
mon law claims are often dismissed under
state laws that provide immunity for school
officials when making personnel decisions.
At least one state court has held that a
school waives its immunity from exercise of
discretionary authority when it violates the
statute requiring criminal background
checks.6

Within the next decade, the scope and
limit of this increased accountability will be
honed and clarified. The short term seems
to hold many surprises as the issue of child
abuse on campus becomes one of legiti-
mate public interest.

Prepared by Bernard James, special coun-
sel for NSSC.
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